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Abstract

Information and Communication Technology (ICT) has become prevalent in our
everyday business and personal lives. As such, users and organisations must know how
to protect themselves against human errors that led to more companies losing or sharing
information that should not be shared. The issue emanates from lack of ICT security
culture both in individuals and organisations. This research is based on a wide theoretical
review that is focused on proposing a conceptual model on technological, environmental
and organisational factors that influence the adoption of ICT security culture and
implementation in Small Medium and Micro Enterprises (SMMEs). Factors or
determinants that influence the adoption of ICT security culture in SMMEs in the
Gauteng province were investigated. Questionnaires were distributed to examine the
perception of ICT security culture adoption among SMMEs in the Gauteng province
South Africa. A sample of 647 individuals from different SMMEs in the Gauteng province
returned the questionnaire. The results of the research study show that technological
context (perceived benefits), environmental context (government regulations) and
organisational context (management support) determinants have direct influence on the
ICT security culture adoption. The recommendation is that information security
awareness programmes must be put in place. Further research is recommended using
more determinants that might have a positive impact toward the adoption of the ICT
security culture. In order to minimize data breaches due to human error it is
recommended that SMMEs around Gauteng Province in South Africa adopt the

framework as outlined in this research study.

Key words: ICT Security culture, Information Security culture, SMMEs, ICT, Adoption,

human error
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CHAPTER ONE
1 INTRODUCTION

To realise objectives in the 21st century, capability to confront the latest multifaceted problems
must be built, countries across the globe need to develop ideas based on social and economic
knowledge; and finally, the countries must know how to protect those ideas. Through the
intervention of Information and Communication Technology (ICT), these ideas can be
transformed into reality. (ICT is defined as the infrastructure and components that enable
modern computing). For ICT to ensure that businesses realise their strategic objectives
information security culture must be embedded across all their business units. Information
security culture entails all socio-cultural aspects that support technical security methods to
ensure that information security becomes a daily activities of every user (Schlienger and
Teufel, 2002). According to Martinez-Ruiz et al., (2007) many established states have decided
that their prospect relies on maximizing investment in the fundamental capability of the
knowledge economy and providing an environment that supports swift conversion of new

concepts into actual business prospects.

According to Tudorache et al., (2012) ICT was recognised as the key contributor of the
knowledge economy in the global world. According to Dyerson et al., (2008) the developing
worldwide marketplace is utilised extensively by ICT which is considered critical for
competitiveness of both larger organisations and SMMEs. An increasing number of SMMEs
are adopting electronic trade or e-commerce because of flexibility offered and ability to
respond to new opportunities and innovations. However, the key issue is how the information
security is maintained to ensure that those innovations are protected (Cosgun and Dogerlioglu,
2012). According to Faraji et al., (2011) e-commerce is capable of achieving commercial
development, improved competition, improved commercial prospects and improved
admittance to the latest market.
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With the advancement and adoption of ICT at a fast pace, it is critical to address the concern
of adopting information security in this type of inter-connected environment. SMMEs are
hampered by minimal time for adoption and endorsement of standards in their environment as
a result of the intricate environment of information security standards and the absence of
capabilities and finances to purchase those competences in this sector (Chan et al., 2006). A
robust information security culture is equally a mind-set and manner of procedure which is
combined into daily rationalization coupled with decision making processes that is pioneered
by adoption of the organisational culture (Andress and Leary, 2017). In order to win the mind-
set of individuals you must put the adoption of the information security culture within

individuals’ day to day program and let them own the process (Alnatheer and Nelson, 2009b).

According to Al-Alawi and Al-Ali (2015) the adoption of ICT security culture in an
organisation requires top management support whereby the ‘do as I do’ slogan will be well
understood by their business units. The company might have well written policies, standards
and procedures on how to follow the internal processes but if top management are not leading
by example, human errors will periodically emerge even though they are preventable by those
governance documents. The current modern and technology-dependent businesses cannot
afford to restrain themselves with just the technical aspects of information security, therefore
in order for their businesses to realise the strategic business objectives, they need to adopt a
culture of scrutinising, evaluating and treating information as a business issue, as opposed to

technical issue alone, (Khan, 2010).

The framework to implement, maintain, monitor and improve information security has to be
aligned to the organisational culture but trying to change organisational culture to fit the
information security is often not possible 1SO (2005). SMMEs in Gauteng are dependent on
their information systems and networks to deliver services to customers and meet their strategic
business objectives. However, the use of those technologies brings new opportunities for
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enhanced business performance and operations while on the other hand introducing several
information security and privacy risks. Addressing those risks plays a substantial role in
business success and development as increasing security threats may potentially disrupt
business continuity and possibly cause monetary, reputational, as well as other types of losses
to SMMEs. According to Corris (2010), integration of information security culture into
business functionality should not be viewed as an add-on, but it should be seen as significant

and become integral to the organisational culture.

This study seeks to propose the framework for the adoption of the ICT security culture within
SMMEs in Gauteng Province. The effectiveness of this framework will not only give guidance
on how to protect the institutional information asset but also guide the users on how to protect
themselves in the cyberspace, whether on the road or at home. The general underlying premise
is that the introduction of information security culture within the institution will assist in
protecting the information asset of all levels of employees. As per Veseli (2011), the effective
adoption of information security culture influences knowledge, behaviour and attitude of the

users or participants.

1.1 Definition of Small Medium Micro Sized Enterprises

There is no agreed worldwide definition of SMMEs according to OECD (2009). Mylenko et
al., (2011) pointed out that many organisations globally are utilising the most shared
characterizations constructed on sales income, workforces or entire resources or loan size.
Based on the South African Small Business Act, “Small business organisation” means any
entity, either combined or listed under any law, which comprises mostly of individuals carrying
on small business concerns in any economic sector, or which has been set up to promote the
interests of or speaking to independent venture concerns, and incorporates any alliance

comprising entirely or mostly of such affiliation, and furthermore any part of such organisation.
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The SMME environment has been categorised as follows:

e Fewer than 200 employees
e Annual turnover of less than R64 Million
e Capital assets of less than R10 Million

e Direct management involvement by owners

1.2 Problem Statement

Having the policies, standards and procedures for information security programs in place does
not guarantee that those processes will be understood and implemented by the users in the
SMMEs. The real threat to information security is human error, which is difficult to circumvent
in order to shift the mind-set of users. According to IBM (2014) 95% of information security
incidents involve human error. According to Saran (2016) 62% of the incidents reported based
on the data obtained by Egress Software Technology were accounted to human error. In this
technological environment, where many organisations rely on information, the improper
handling of such important assets can bring SMMEs it to its knees. For the above reasons, end
users are putting their personal and business information at risk, whereby SMMEs suffer
reputational damage, data breaches, loss of income and law-suits by the affected parties or

sanctions by the governance authorities.

According to Deursen (2015), the following items signify elements of human error:

e System Misconfiguration;

e Poor patch management;

e Use of default username and passwords or easy to guess passwords;
e Lost devises;

e Disclosure of information via an incorrect email address;

e Sharing credentials or login details with other individuals;
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e Leaving computers unattended when outside the workplace; and

e Utilizing personal portable gadgets that connect or have access to the organisation’s

network.

Gundu and Flowerday (2013) supported the previous statement by highlighting that having and
implementing data security governance does not naturally ensure that all workers will
comprehend their responsibility in guaranteeing the security and protection of data resources.
Information security awareness is one of the elements that must cement the awareness of
information security in an engaging manner. The challenge now is how to change the culture

of the users towards information security in order to minimise human error.

Within this research program the premise is to evaluate the determinant through the study of
literature that influences the adoption of ICT security culture in SMMEs and propose the

framework fostering its implementation.

1.3 Primary research questions

Based on the research objectives the following primary research question can be outlined:

e How can the adoption of ICT security culture be supported in SMMESs to minimize

human errors?

1.4 Secondary research questions
e What has been done to minimize security breaches through human error in Information
Technology?

e What are the determinants that influence the adoption of ICT security culture in

SMMEs?

e How can the effectiveness of framework for adopting ICT security culture be measured

in SMMEs?
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1.5 Research Objectives

To investigate the literature and existing framework on what has been done to minimize
security breaches as a result of human error.

To determine the factors or determinants that influence the adoption of ICT security
culture in SMMEs.

To propose a framework for the adoption of an ICT security culture that will help in
minimizing the human error in SMMEs.

To measure the effectiveness of the framework for adopting ICT security culture in
SMMEs.

To recommend the model for the adoption of the ICT security culture in SMMEs

1.6 Layout of the research study

This research study was structured into five chapters as depicted below in figure 1-1:

Chapter One

Chapter Two

6|Page



Chapter Three

Chapter Four

Chapter Five

Figure 1-1: Research Study Layout
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CHAPTER TWO
2 LITERATURE REVIEW

2.1 Introduction

This chapter highlights the understanding of the key concepts including SMMEs, Security
Culture, Information Security Culture, Information Security Management Systems and lastly
the adoption of these concepts. The SMMEs concept entails environments linked to the South
African context. The explanation of security culture was provided from different researchers
based on their insights into the concept. Frameworks pertaining to the information security
culture were outlined and the process on how to manage both the technological systems,
information and data through ISMS (Information Security Management System) was detailed.
Lastly the concept of adoption was deliberated taking into account the Technological,
Organisational and Environmental model or framework (TOE) used for the innovation

adoption and their constructs.

2.2 South African SMMES

Globally, there is consent amongst policy-makers, economists and business experts that
SMMEs are significant drivers of economic growth, irrespective of the economic
developmental stage. A robust SMMEs sector contributes significantly to the economic growth
by generating multiple job prospects, producing maximum capacities of goods, maximising
transfers across the globe and presenting innovations and entrepreneurship skills. According to
Ayyagari et al., (2005), in the year 2004 alone, the World Bank Group approved around $2.8
billion in support of SMMEs. The statement alone shows the recognition of the role that
SMMEs play in supporting both global and regional economic recovery. SMMEs are the initial

footstep towards the industrialisation economies both in emerging and established countries
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Fida (2008). According to Daniels and Ngwira (1994), it was projected that SMMEs employs

around 22% of the grown-up population in emerging countries.

SMMEs plays a pivotal role to the contribution of GDP (Gross Domestic Product) and
employment opportunities (Seda, 2016). In numerous occasions, SMMEs are viewed as
efficient in economic development and job creation, as compared to their larger corporate
counterparts. According to Leboea and Ryan (2017), SMMEs are viewed as the main feeder
stream into the bigger business and keeps them going. On the other hand, it acts as the fuel
that South African’ economic engine uses to grow. Millinuex (1997), pointed out that the
SMME sector contributes more to the employment of both youth and adults than the
multinationals in any nation. The study by Quartely and Abor (2010), estimated that 91% of
formal business entities in South Africa are SMMESs and they contribute between 52% and 57%

to GDP and also contribute about 61% to employment in the country.

With the flourishing of ICT within developing and developed countries, SMMEs across the
globe are obliged to adapt since more benefits could be reaped by adopting ICT (Mclvor et al.,
2003). As South Africa is regarded as one of the developing countries, the usage and protection
of ICT systems by SMMEs is still in its infant stage. According to Swift (2009), the usage of
ICT across SMMEs has minimized the manual process and the time taken to provide good
service to their customers. Some of the benefits entails submitting of tax returns to the receiver
of revenue using an online process instead of the manual process that was used before. The
usage of ICT, whether in developing or developed countries, required some level of protection
to ensure that services will not be impacted, and customer data or information will not be

disclosed unintentionally by the employees (Alam and Noor, 2009).

According to OECD (2009), there is no approved universal characterization of SMMEs.

Mylenko et al., (2011) pointed out that numerous organisations globally are utilizing the
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available communal characterizations that are linked to sales revenue, personnel’s or total

assets or loan size.

According to the Seda (2016), perspective shown in Table 2-1 the environment falls under the

following categorization to be regarded as an SMME:

Table 2-1: SMMEs definitions

Category Employees Asset Value | Characteristics

Micro Normally owner run, | Minimal In most cases it lacks business

Enterprises and it does not have formality and premises.
more  than five Generally, are survivalists that
workforces owned which are of basic in

nature. Their level of income
generation is normally lower than
the income standards or the
poverty line.

Very Small Generally, the owner | Moderate Generally, the business has
run the business with | and to high | premises and basic infrastructure.
up to 20 personnel based on | The business has bank account

stock levels | and meets basic legal
compliances.

Small Generally, the owner | High — | Generally, it is more established
run the business with | based  on | with a traceable trading history.
up to 50 personnel. stock level | The programme has succession

and planning  mechanisms.  The
establishment will have a bank
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accumulated

account as a results of positive

has more complex
management

structure.

accumulated

assets.

assets trading history and have access to

finances
Medium Generally, it has 100 | Very high — | Based on its decentralization of
Enterprise employed personnel. | because of | power, management
The  owner  still | the  stock | differentiates medium  from
manages however it | level and | small. Regarded as well-

established backed by traceable
references and established trading

history.

Table 2-2 below summarises both the formal and informal SMMESs in South Africa.

Table 2-2: Summary of Formal and Informal SMMEs

Division 2015Quarter 2
Total quantity of SMMEs 2251821
Total quantity of formal SMMEs 667 433

Total quantity of informal SMMEs 1497 860
SMMEs landlords as percentages of overall employed in the | 14%

sector

Total number of percentages functioning within trade and | 43%
accommodation

Total number of percentages functioning within communal | 14%

services

11|Page




Total number of percentages functioning within | 13%

construction sector

Total number of percentages functioning within the finance | 12%

and business sectors

Total number of percentages linked to black owned formal | 34%

SMMEs

Total number of percentages worked by income categories | 7%

0f<R30k per annum

Source: StatsSA (2015)

According to StatsSA (2015) as stated in table 2-2 above there is a substantial dissimilarity
amongst the formal and informal sector which is most noticeable in the trade and
accommodation sector. According to Government (2007) the separation between the informal
sector and the formal sector is not always clear, as it includes various definitions used across
the different countries in trying to differentiate the categories of economic activities. Further
to that, categorizing businesses according to size can be accomplished in multiple ways, thus
leading to situations where businesses that is identified as small when using one criteria are not
necessarily small based on the sector’s criteria. Nonetheless, the formal-informal distinction

is not that simple based on the literature reviews.

Challenges faced by SMMEs

SMMEs are just as vulnerable to cyber-attacks than larger organizations, however, majority of
SMMEs are of the view that it is only the bigger players who are at risk. The fact of the matter
is cyber-attacks to SMMEs are not a matter of when, but of who is next (Amrin, 2014). The
noticeable major difficulties faced by SMMEs is human error, which makes it practically

impossible to manage because of resources limitation as the little resources they have are
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directed to the technical aspect of security (Whitman, 2003). In recent times SMMEs are
creating or producing vast volume of data that are stored internally and that increases the risk
for the organisations to go down should the cyber-attacks materialise. Another challenge is the
embedding of ICT security culture to every personnel function within SMMEs (Siponen,
2000). Lack of processes to embed security culture is a challenge as ICT security relies mostly

on how the culture of the organisation views the importance of security (Louw et al., 2006).

Even though SMMEs are seen as a pillar of domestic economy, few African governments have
outlined policies to enhance their growth and survival. The Majority of African governments
do not have an act governing SMMEs or have reliable statistics on SMMEs (NEPAD, 2001).
Established businesses are in support of their organisational culture, however, SMMEs are not
at liberty to do so as they put more focus on providing services than on considering the social
aspect of the service organisations. According to Rogerson (2004), in South Africa, the
majority of SMMEs focusses hugely on merchandizing and comprises of survivalist functions
that naturally struggles with low level of throughput, incompetent and out-of-date knowledge
as well as inadequate access to credit, information and training prospects. Below is a list of
challenges faced by SMMEs (Netshandama, 2006), however, it has to be noted that not all

SMMEs are affected by these challenges:

Majority of SMMEs cannot access financial assistance because they are not credit

worthy;

e Securing information and data assets adequately;

e Because of stiff competition within the SMMEs, some are selling products of low
quality at a cheaper price;

e Majority of SMMEs don’t have the adequate required skills;

e Access to finance and markets by SMMEs is still a major challenge;
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e Some of the SMMEs are not coordinated accordingly to provide the complete set of
services required for growth and development;

e Development of SMMEs suffer because of poor corporate governance, poor financial
management and the lack of business understanding;

e Lack of resources to mitigate cyber threats;

e Lack of understanding the impact of human error to the protection of their ICT systems,

information and data assets.

For SMMEs to be protected against cyber threats, their security culture should support all the
organisational functions so that information safeguarding turns into a normal feature within the
daily functions of all personnel (Schlienger and Teufel, 2002). Security culture helps to enforce
the information security policies and practices within the organisation. Based on that, every
organisation should strive to be capable of achieving an operative information safeguarding
culture in their area. By embedding a security culture within the organisation the information
security culture will appear to be stronger and become visible in the behaviour and activities
of the personnel (Da Veiga et al., 2007). The next section will deliberate about the significance

of security culture in SMMEs.

2.3 Security Culture

Based on the literature review, most researchers define security culture in their own

perspectives. These perspectives are discussed in detail below.

According to Schlienger and Teufel (2003), security culture is a set of moral values, shared by
everyone in an organisation, that decides how individuals are required to consider security and
determine how people are expected to think about security. A security culture is essential to
having an effective personnel who are free from danger or cyber threats. Security culture

encapsulates all socio-cultural processes that provide back-up to the technical security
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measures to ensure that information security becomes a standard process or activity of the users

on a daily basis.
According to Martin and Eloff (2002), security culture is being explained as:

e A combined units of information security characteristics that are valued within the
service organisation;

e The postulation or assumption on what is tolerable or adequate and what is not based
on information safeguarding;

e The postulation based on what information safeguarding conducts is instigated and
what is not;

e The technique towards what individuals act in parallel to information safeguarding

within the service organisation.

Dhillon, (1995) defined security culture as the overall behaviour within an organization that

add value to the safeguarding of all information.

Recent research on information security culture theory had encapsulated theories pertaining to
the concept from difference perspectives. Details include organisational culture (Lin and
Chang, 2007); organisational behaviour (Von Solms and Van Niekerk, 2003), and as a part of
national culture (Chaula, 2006). According to these research studies, it was observed that
information security culture comprised of a number of unrelated factors that influence the

behaviour of anyone within the vicinity of the organisation.

According to Schlienger and Teufel, (2002), the information security programme disregards
the human element that forms part of security culture and focusses mainly on technical and
procedural processes. Most organisations view users as security opponents rather than as
security champions of the service organisation. According to Van Niekerk and Von Solms
(2010) information is regarded as one of the most valuable assets to any service organization
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and protecting it becomes important to ensure the organisation can provide services to their

customers.

By embracing the security culture within the service organisations, employees, 3" parties’
contractors, and visitors can assist in minimizing vulnerabilities from both internal and external
attacks (Lacey, 2010). By embedding the security culture in employees behaviour, the
organisation can rest assured that their ICT components are being safeguarded (Meyer, 2005).
To embed a security culture in service organisations, they will require a behavioural change
with regards to security. Before embarking on changing the behaviour towards a security
culture, the service organization must be clear in their vision and have a coordinated strategy
(Ogbonna and Wilinson, 2003). The strategy will ensure that participation is consistent, doable
and meaningful. Before any process could commence for the inception of the programme to
change behaviour towards a security culture, whether it is small or big, it is imperative for the

organisation to be clear on the following (Chang et al., 2007):

e The objectives must be clear, this entails both vision and strategy;

e The size and scale of the change must be determined, this entails gap analysis (the
present state versus the future state);

e The process to implement the change must be clear and this include any required
interventions;

e The service organisation readiness for the changes including the time required for the
change, management support and availability of resources;

e How the process will be communicated both to the important stakeholders and the
targeted audiences; and

e How the evaluation and reviews of the change will be measured, which includes the

key performance indicators.
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Currently there is no one size fit all for behavioural changes toward the security culture,
however, each organisation uses an adapted method to suit their particular needs and

requirements.

Information security culture provide guidance on how processes are followed in organisations,
pertaining to information safeguarding, in line with the objective of shielding information
assets and eventually persuading personnel’s’ security behaviours. According to Von Solms
and Van Niekerk (2010) information is one of the critical strategic assets of any service
organisation and securing it proved to be significant to ensure a stable economy. According to
Von Solms and Van Niekerk (2010) the setback of reaching a protected work place for
information assets in an organization is related to the activities and behaviours of personnel
when dealing with the information assets. With the latest research on data breach it was
highlighted that employees could be the reasons for numerous breaches whether intentionally
or unintentionally (Verizon, 2012). The ICT market or environment is characterized as being
very competitive as SMMESs are providing different services to their customers on a 24/7 basis.
Therefore, for SMMES who want to survive, it is essential to adopt ICT security culture. Theory
reviews have highlighted that ICT security culture is a vital determinant in keeping an
acceptable baseline of information safeguarding in organisations and has even proclaimed that
only a substantial change in security culture can minimize the number of security breach

incidents experienced (Maynard et al., 2007).

A study steered by PWC (2013), specified that human errors, and not technology, are the
instigators among numerous security breaches experienced by service organisations.
Information system security activists have recommended that organisations can influence
personnel’s behaviour by adopting ICT security culture that encourages security-awareness and
adherence to security governance processes (Von Solms and Von Solms, 2000). According to
Eloff and Da Veiga (2010), an information security-conscious culture will curtail dangers
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towards the information resources and minimize the dangerous misbehaviour of insiders
towards the information assets. According to Furnell (2007) organisations should make some
efforts to build ICT security culture and integrate its practices into the corporate culture to
ensure that internal personnel have the essential knowledge to act accordingly. An
organisational culture that embraces the information communication technology ethos will
reduce threats to the information assets and will eventually minimise the risks of internal users
misbehaviour and detrimental interaction with the information assets (O'Brien et al., 2013).
According to O'Brien et al., (2013) continuous usage of Bring Your Own Device (BYOD) and
mobility by personnel will force the organisation to implement an appropriate rigorous
information and communication technology security culture. After studying the users security
behaviour, it was recommended that strengthening an organisation’s security culture could be
beneficial as employees will be in a good position to know the acceptable and non-acceptable
behaviour within the service organisation (Nelson et al., 2010). According to Nelson et al.,
(2010) having a clear understanding of the complex dynamic and uncertain features of
personnel who perform unauthorised and authorised information security activities is viewed

as critical and is an extremely challenging responsibility.

According to Schlienger and Teufel (2003), information security culture entails all the socio-
cultural procedures that support the practical methods to ensure that the information security
turns into a standard feature as a daily activity of every employee. The implementation of
information security that must be a culture of the organisation should be laid out as follows

Schlienger and Teufel (2003):

e Stage 1: Commitment of the management;
e Stage 2: Communication with organisational members;
e Stage 3: Courses for all organisational members;

e Stage 4: Commitment of the employees.
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The above stages were elaborated as follows: stage one ensures that there is buy-in from top
management and that they are committed to the programme; the following stage makes sure
that understanding and acceptance of the programme is communicated to the employees; within
stage three, the organisational employees are trained and educated; the last stage encompasses
the change of security culture that entails universal awareness campaigns and specific security

processes based on the organization’s desire for security .

Assertion made by Von Solms and Von Solms (2000) was that, security culture need to be
developed in an organisation by instilling the features of information safekeeping to everyone
who is interacting with the information assets of the organisation in a natural way based on
their daily functions. According to Alnatheer and Nelson (2009a) most of the developing and
developed countries have invested in creating and building information and communication
technological infrastructure, however, relating to information security ethos and practices it is

assumed to be a difficult subject to be adopted and implemented.

According to Mohammed (2015) the existing literature analyses have not categorized
determinants that have meaningful effect on the ICT security culture adoption. However, the
few identified determinants entails the following: management support; launching effective
governance documents including policies; standards and procedures; compliance enforcement;

ethical conduct policies and service organisational culture.

According to Longley (2015) human errors constitutes a major security risk for the majority of
the United Kingdom’s Small and Medium Enterprises, as a third of SME owners are
unconsciously biased about what private information entails. Majority of businesses are failing
to provide training that details the procedure to suitably recognize and discard of sensitive data
that could lead to expensive information breaches (Mohammed, 2015). The following tips were

identified to spot data security errors before they materialise (Ren et al., 2009):
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e Scheduling periodical information security audits to spot any problem area;
e Ensure the availability of data classifications;

e Scheduling ongoing information security awareness training.
Benefits of security culture:

e Employees are involved and take accountability and responsibility for security matters;

e Increased compliance level towards the protection of security measures;

e The risk of security incidents and breaches is minimized by inspiring employees to
reflect and make decisions in more security conscious manner;

e The probability of employees reporting activities or behaviour of concern is high.

Security culture is the backbone of all security aspects of the organisation as it highlights how
personnel should behave within the SMME environment (Kankanhalli et al., 2003). By virtue
of understanding the characteristics of security culture, it will be easier to employ the same
process or method to information security culture (Greene and D’ Arcy, 2010). Information is
the blood of every organisation as such it must be protected accordingly (Scarrott). Security
culture is laying a solid foundation within every organisation and information security culture
is depending on it. The next section deliberates on the significance of information safekeeping

culture and its definition as described by multiple researchers.

2.4 Information Security Culture

Information security culture revolves around the awareness of and attention to information
safety problems and policies (Margulies et al., 2015). It can be perceived that the information
security culture is part and parcel of the organization ethos because the information security
has been viewed as an organisational function or activity. According to Mirza and AlHogail

(2014) information security culture could be viewed as a subculture that is concentrating on
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information security and placing more emphasis on making information safekeeping a normal

procedure within the day to day lives of users.

In most of the theory reviews, information security is linked to the technological environment
whereas the risk perception is associated to human characteristics. A great information security
culture ensures that employees will always be in a position to know what to do should an
unforeseen cyber threat materialise. In most cases, an information security culture is developed
when users or employees interact with the information security procedures and controls.
According to Xiong et al., (2013), in order for the organisations to understand the varied range
of likely information security threats, further emphasis must be on creating and increasing a
security aware culture. According to Mirza and AlHogail (2014) information security culture
is expressed as the accumulation of viewpoints or perceptions, attitudes, morals, expectations
and know-how that provides guidance on how processes are to be followed within the
organisation to make sure that there is consistency with the intention for safeguarding the data
assets. This will also influence safety behaviour of in an environment that is endeavouring

information security to become the second nature.

The requirement is to ensure that personnel comprehend the risk they might face regarding the
information that they are processing on a daily basis. According to Da Veiga and Martin (2015)
a culture of data safekeeping should be upheld where evidence of acquiescence attitudes for all
critical and classified information and data is maintained. As per Da Veiga and Eloff (2010),
the organisational values ought to be taken into consideration during the cultivation of data
safekeeping principles to make certain that the correct security measures are recognized and

implemented in a successful way.

The research paper that provided most details pertaining the ICT security culture framework

was made available by Warren et al., (2006). According to Eloff and Martins (2002), research
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on information safeguarding philosophy highlighted that an accommodating ethos that involves
an information safeguarding ethos that is a shared way of a transcendental nature and can be
designed by an organisation’s management. Nosworthy (2000) indicated that the organisational
culture plays a significant part in data safety, as it permits the organisation to counterattack the
changes experienced by its structure. As more theory reviews agree regarding the significance
of the safekeeping ethos for ISMSs, no transparent description of the perception of security

culture occurs, and several viewpoints exists (Ruighaver et al., 2002);

e Dhillon (1997) has an eagle-eye view pertaining to the concept of security culture, and
describes it as the behaviour of an organisation’s personnel where they place more
effort on the safeguarding of data, information and know-how;

e Loch and Straub (2002) advocates that with Information systems, it is constantly
presumed that an individual belongs to a sole principle, and these authors therefore
proposes using the theory of social identity as a basis for research into the information

security culture.

The idea behind the social culture is that everyone is influenced by ethical aspects, each
country’s legislation and the organisation of security. This culture influences the way in
which the individuals interprets the significance and importance of information security.

Below are their positions:

e Siponen (2000) highlighted that the perception of information security is a situation
whereby organisational personnel are aware of their task to keep the organisations data
safe. These tasks are categorised in dual folds: (i) the application model that set,
accredit and institutionalise events; and (ii) the content or characteristics of the

situation;
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Vroom and Von Solms (2004) on the other hand, suggested the formation of a training
ethos and collaboration with personnel on the basis of the measured acceptance of the
organisation’s safekeeping supervision, personal values and personnel behaviour;
Martin and Eloff (2002) characterizes the data security culture as an arrangement of
data security attributes, for example, respectability and the accessibility of data;
Ilvonen and Kuusisto (2003) recommends a process within which the security culture
is formed based on the interaction between the focal model and their features;

Lastly, Mauriel et al., (2000a) considers the security culture to be a key part of ISMSs
and has built up a general model for data security which depends on eight
measurements. Ruighaver et al., (2002) applied these eight measurements to the
territories of data security and recognized the vital components of data security in each

measurement.

According to Murphy and Taylor (2004) SMMEs exhibits concerns pertaining the

difficulties involved in nurturing a data safeguarding culture. The truth of the matter is that

the security culture has a progression of extra issues in respects to their implementation.

According to Warren et al., (2006), when compared to the larger organisations SMMEs are

in particular intolerant about considering a data culture because of the following reasons:

SMMEs lack of time and learning required to facilitate data security or to force a data
security culture in a proficient way (Helokunnas and Livonen, 2003, Gennatou et al.,
2000);

SMMEs are incapacitated to have governance documents on their sites or describe the
responsibilities of their data structure personnel Helokunnas and Livonen (2003);
When contrasted with established organizations, SMMEs are progressively defenceless

to national impacts, for example, changes in legislation Warren (2003).
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Based on the several security management frameworks (Schlienger and Teufel, 2002; Jedynak
and Bugdol, 2015; Martin and Eloff, 2002; Gani and Zakaria, 2003; Vroom and Von Solms,
2004; Kuusisto and Helokunnas, 2003; VVon Solms and VVon Solms, 2004) for the improvement
of a data security culture within their environment, these frameworks are largely oriented

towards the larger organisations.

2.4.1.1 Information security culture objectives

Torkzadeh and Dhillon (2006) highlighted sixteen information system security objectives.
Inasmuch as these objectives are not by definition declared as part of information security
culture, they share similarities with the already identified aspects of security culture. The

objectives are outlined as follows:

e Understanding personal beliefs / principles — it ensures the creation of an environment
in which personnel are celebrated and understood. It also embeds moral values and
ethics into the organisational culture;

e Ensuring censure — it ensures that there is a creation of fear of undesirable responses
prompted by noncompliance, including, but not limited to job losses, being mocked,
etc.;

e Improve understanding of financial status of personnel — this objective ensures no
monetary benefits are received for supplying competitors with information;

e Understand personnel characteristics — this ensure understanding of the individual
characteristics lifestyle of employees.

e Maximise accomplishment of personal needs — this objective provides choices to the
employees regarding position improvement and to be able to eventually improve self-

actualisation needs;
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Understand the work condition — the objective is creating an atmosphere or
environment where revenge will be the last resort and to ensure that there is a minimum
of disgruntled personnel,

Promote responsibility and accountability —ensure the clear delegation of responsibility
and advocate for accountability by maximising the level of commitment from
employees;

Ensure obtainability of information — this objective ensures that there is a creation of
procedures that will make sure that the correct information is available to all employees;
Improve authority structures — communicates the definition of delegation of authority
to all personnel which will minimize excessive control and eventually minimize access
to the information stores from diverse positions;

Ensure legal and procedural compliance — eliminate any ignorance towards laws; lower
the tolerance of information misuse; ensure personnel have an understanding of legal
and regulation processes; develop a procedure that allows for an information audit trail;
Clarify centralisation or decentralisation — ensure that there is an adequate balance
between centralisation and decentralisation of functionality within the enterprise;
Establish ownership of information — educate personnel about ownership within the
organisation and the significance of confidentiality. Subsequently create a contract of
confidentiality;

Optimise work allocation practises — share the workload in an equitable and optimal
manner. Subsequent to this process, assess and adjust free time;

Maximise awareness - to ensure that there is an understanding of the organisational
culture and encourage awareness by balancing the practical and communal facets of

information safekeeping system;
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e Provide open communication —ensure clear communication in between the Information
Technology department and other personnel in order to encourage information sharing.
e Increase trust — increase loyalty, show employer belief in personnel, and develop an

environment that encourage organisational responsibility.

2.4.1.2 Assessment of Information Security Culture

The significance of having the information security culture instrument within the organisation
assist to measure if the baseline of information security culture is improving the safeguarding
of data resources. The assessment outcomes from the instrument provide a blueprint to
positively encourage the development areas pertaining to the personnel behaviour and attitudes.
According to Da Veiga and Eloff (2010) the baseline blueprint will measure and report on the
organisational security appetite pertaining to the information security culture. According to
Cavusoglu et al., (2010), personnel’s’ attitudes towards the information security are mainly
impacted by three aspects, cost of compliance, benefits of acquiescence and price of no
acquiescence. Based on the viewpoint of Cavusoglu et al., (2010) the benefits of acquiescence
is formed by inherent advantage, safeguard of possessions and return on investment, whereas
the price of acquiescence is designed by labour disturbances. The price of non-compliance is

formed by inherent cost, vulnerabilities of possessions, and consents.

According to Da Veiga et al., (2007) there are many methods to test the information security
culture in companies but the most effective method is using Likert scale for answering
questions whereby employees choose a number set between a low number that represent
strongly disagree and a high number that represent strongly agree. Below are some of the

statements linking to the questions of information security culture within the organisation:

e The organisation safeguards both its information and data assets adequately;

e Itis significant to comprehend cyber threats to both the information and data assets;
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e Threats to safeguard the information and data assets are measured sufficiently in my
business unit;

e Information security is essential within my business unit;

e All the information assets used on a daily basis should be protected, whichever
physically or automatically;

e [’'m confident that the section employed in will endure should the disaster struck
resulting in the loss of systems, people and/or buildings;

o | feel protected within the place where I work;

e [ trust that both the information and data I’'m working with is sufficiently safeguarded.

2.4.2 Vital Characteristic of Information Security Culture

According to Van Niekerk and Von Solms (2010) the elementary description of information
security culture is one whose net effect would be in-line with the minimum requirements for
other industry standards. According to Nel (2017) the most important information security

culture aspect includes two themes, namely:

e Information security culture framework;

e Information security awareness and training program initiatives;

2.4.2.1 Information security culture frameworks

The information security culture models or frameworks could be utilised to begin or launch an
information security culture in an organisation. The significance of the frameworks highlight
the variety of components constituting an information security culture and demonstrate the
collaboration and impact between those components; and afford better understanding of
information security culture (Da Veiga, 2008). Various conceptual frameworks or models were
proposed by researchers to help organisations in launching or establishing an information

security culture.
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The framework from Da Veiga and Eloff (2010) emphasised more on practical, bureaucratic
and personnel behavioural components by highlighting the cohesiveness of those aspect
towards the information security culture. Table 2-3 below shows how the information security
components influence employee’s behaviour subsequent to cultivating a robust information
security culture. The arrows in Table 2-3 depict how the information security culture is
impacted. The main constructs or environmental setup influences the information security

attitudes in the company that will cultivate the information security culture.
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Table 2-3: Features of Information Security Culture

FEATURES OF INFORMATION SECURITY CULTURE

Information Influences Information Cultivates Information
security types ——» security behaviour security culture
— > ——>
Organisational | Group Tier Individuals
Tier Tier
Leadership Sponsorship; Organisational
(management) Strategy; artefacts and
and Governance | Governance; creations;
Risk organisational
management; values;
ROI Organisational
assumptions
Security Legal and Program
management and | regulatory organisation
operations
Security Policies | Policies;
Procedures;
Standards;
Guidelines;

Certifications;

Best practices

Security
program

management

Monitor and audit;

Compliance;

Group artefacts
and creation;

Organisational
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FEATURES OF INFORMATION SECURITY CULTURE

Information Influences Information Cultivates Information
security types ——» security behaviour security culture
L —> e
Organisational | Group Tier Individuals
Tier Tier
values;
Organisational
assumptions
User security Trust; Employees | Group values;
management Education and awareness; Group
training Ethical assumptions
conduct;
Privacy
Technology Asset Individuals
protection and Management; artefacts and
operations System creations;
Development; Individual
Incident values;
management; Individual
Physical assumptions
operations;
Technical
operations;
Business
Continuity
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FEATURES OF INFORMATION SECURITY CULTURE

Information Influences Information Cultivates Information
security types ——» security behaviour security culture
L —> ——>
Organisational | Group Tier Individuals
Tier Tier
management;
Physical and

environment

Change Change Change Change

management management management management

Maynard et al., (2002)

Maynard et al., (2002) developed a model that could be utilised to discover the safeguarding
ethos and assess its robustness within the organisations. The framework was established on the
prototypical projected by Mauriel et al., (2000a) in line with the morals that ensure an actual
Total Quality Management (TQM) culture. The researcher Maynard et al., (2002) used the
TQM values established by Mauriel et al., (2000a) to the security culture, establishing it into
eight cultural areas. The researcher correlated information security to those eight values linking

them to several case studies actioned within the organisations.

The eight values are: the base of certainty and reasonableness; the nature of time horizon;
inspiration; steadiness against transformation, modernization, and individual development;
positioning to effort, duty, and co-workers; separation against teamwork; regulate,

harmonization, and accountability and alignment and concentration.
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The authors are of the view that security is significant within the organisation and should be
supported by maximising the participation, to ensure that the decision making is aligned to the
security objectives. The research by Maynard et al., (2002) must be praised for their allusion
to their long-term thinking and accepting change also by highlighting that information security
should be treasured. The case studies that was steered by the above-mentioned team assist in
the realism of their research viewpoint. The challenge is that, their research never gave a

resolution on how to advance the value of data safeguarding attitude within the organisations.

Schlienger and Teufel (2002) offered a model for managing the data safeguarding attitude in
the organisations grounded on the philosophy on internal marketing. The researchers
highlighted that managing the information security culture is a living process of assessment,
change and/or maintenance. The framework comprises of five major areas that entails: pre-

assessment, tactical forecasting, operational scheduling, execution and post-assessment.

The assessment procedure entails identifying the major gaps that are amongst the governance
guidelines and the viewpoint of personnel; also categorizing the environment that seek
enhancement. The tactical forecasting procedure is initiated by outlining the strong purposes
for the enhancement of a suitable safekeeping ethos that can be well-defined. Subsequent to
the above process would be to categories members of an organisation into a variety of groups
and to put in place special measures for each category. The operational scheduling entails
internal communication, top management support, also the safekeeping alertness and training
program. The execution stage is categorised into four separate phases: the managers pledge,
inside communication, knowledge allocation and pledge by employees. The setback of the
framework is that it still needs more practical application to test the enactment of the anticipated

framework to determine if it could transform or preserve a suitable safety ethos.
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Gani and Zakaria (2003) established a conceptual information security culture checklist that
could be utilised as a guidance to the management in developing the data safety ethos in
organisations. Checklists is significant as it can also be used to raise personnel awareness
pertaining how to handle information in a secure manner. Based on the authors Gani and
Zakaria (2003), a checklist has been referred to as a theoretical as it is not comprehensive based
on data safety as it periodically changing with new ideas emerging; thus, the checklist will

required periodic update and adapted to suit the current situation.

According to Gani and Zakaria (2003) the checklist relies on the three cultural levels developed
by Schein (1985) namely: surface manifestation; values; and basic assumption level. Inside
those three levels a variety of elements are defined, for example, on the surface manifestation

level that encapsulates artefacts, norms and languages.

The research by Gani and Zakaria (2003) shows an integration between organisational culture
and information security which could be utilised to enhance data safety within the company.
The checklist can provides an adequate base for understanding what could be considered into
deliberation while developing a datasafety culture. Within the proposed checklist an
organisational behaviour was not incorporated and that could have been useful to comprehend

how the employees behaviours could be influenced.

Warren et al., (2005) deliberated the change procedure on the organisational transformation
and proposed the use of theoretical change over typical change for changing the data safety
attitude within emerging companies. The proposed conceptual framework was adapted from
the transition process framework developed by Bridges (2003) that highlight that the

effectiveness transition of information security culture is categorised into three stages:

e Ending: within this stage, management team should encourage employees to forget

about the historical points and progress on. Announcement or engagement is a
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significant tool in this phase to assist employees to alter how they view things, in an
innovative and diverse way.

e Impartial Sector: this stage is regarded as being the greatest multifaceted and
perplexing stage within the change process, during which management should define
the prerequisites and provide guidance to the employees.

e New Beginning: during this stage anxiety about the start of the information security
transition occurs, which require management to remain prepared to support the

innovative environment.

The major contribution of Warren et al., (2005) is based on providing academic researchers
and commited managers with a thoughtful explanation of the change procedure for achieveing
data safety value transition in SMMEs. As the authors highlighted, the proposed conceptual

model still need validation of its applicability within different orgnanisational settings.

Von Solms and Van Niekerk (2005) defined a model for security cultural change, titled “An
all-inclusive context for the nurturing of data safety sub-values within an organisation”. The
model highlighted key aspects, including results-based tutoring, business knowledge and
business ethos in order to take into consideration the acquaintance and attitudes of personnel
pertaining to data safety. The significance behind the model was based on the assumption that
personnel having enough know-how, coupled with erroneous behaviour or attitudes on data
safety, as well as personnel with the acceptable attitudes but lacking in knowledge, should
definitely not be the pursued individuals to handle the data in a protective way. Therefore,
personnel should be educated. Von Solms and Van Niekerk (2005) opted for outcome-based
learning as a way to comprehensively look into know-how and attitudes and to certainly

encourage data safety ethos in a company.
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In-line with their framework, the organisational culture levels of Schein was used to improve
the understanding of data safety culture Von Solms and Van Niekerk, (2005). Based on the
original Schein model (1985), three organisational culture levels was determined, namely
artefacts, values and assumptions. Von Solms and Van Niekerk (2005) added the fourth level
that is knowledge. Those four levels where used as a baseline of safety in which a smallest
point of departure is equating the dissimilar cultural baselines. Based on the researcher’s
assessment for the ideal security culture, all four outlined levels have to be stronger than the
acceptable minimum baselines and should be interrelated to each other. The viewpoint held by
both Von Solms and Van Niekerk (2006) does not encapsulate organisational behaviours links
to the proposed model. For the model to be regarded as useful to the traditional organization

instrument more study need to be undertaken.

Lin and Chang (2007) presented a model that looked into the associations between
organisational values and Information Security Management (ISM) to ensure that influences
of organisational value constructs are effective on the efficiency of realizing ISM.
Organisational cultural constructs entail the flexibility-established constructs like
cooperativeness and innovativeness; and control-oriented attributes like steadiness, and
efficiency. In order to assess the impact empirically, a questionnaire where used and regression

analysis was employed to analyse data.

The significant input from Lin and Chang is in providing an improved thoughtfulness of the
association between various organisational cultural constructs and the efficiency of ISM
implementation, which provides a Dbetter picture of how to ensure the successful

implementation of information security initiatives.

Ahmad et al., (2009) presented a model that helps organisations to measure the span of the

required data safety values entrenched within the organisational values and discover the nature
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of association amongst them. The proposed research framework was adapted from the literature
review combined with the cultural viewpoint of Mauriel et al., (2000b). The model
apprehended three categories of associations between organisational culture and information
security culture (ISC): ISC is not a portion of the organisational culture but is a sub-culture
within the organisational culture, which is entirely entrenched within the organisational culture.
The initial category of association is where employees within the organisation are not involved
with security implementation, have minimal knowhow about information security and feel
excluded from having responsibility towards security challenges. This is a result of the data

safety activities being engaged by the information technology section.

The key contribution of Ahmad et al., (2009) is that they pointed out the association between
business values and data safety culture and also proposed a model that provide suggestions for
organisations trying to acquire the desired level of ISC to make sure that employees are
influenced in data safety activities and behaviour to ensure safeguarding of organisational data
assets. The main drawback of the proposed model is that it had been tested on a minimal scale
within only two organisations, therefore, additional experimental research is required to

corroborate the significant of this model.

2.4.2.2 INFORMATION SECURITY AWARENESS AND TRAINING

According to Peltier (2005), during the process of creating and awareness programme, it is
significant to take the business objectives into consideration to ensure that they are aligned and
that personnel understand the significance of the programme and lastly making sure that the
programme is explained in a language that is understood by all personnel. According to Peltier

(2005) an awareness programme should meet the following business objectives:

e Risk analysis — to ensure that factors that could potentially become problematic are

identified and assessed.
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Risk assessment — to ensure that possible threats to organisational assets are determined
and prioritised so that the best appropriate security measures could be put in place.
Policies — Ensure that the achievement and purpose of safeguarding the data is
highlighted, and to indicate what is expected from the personnel during the usage of the
organisational assets.

Procedures — it ensures that a step by step process to complete each task is detailed and
also help in the discouragement of asset misuse and fraud and clarify the return on
investment.

Standards - it prescribes the baseline on process or tasks that should be done.

Business continuity planning (BCP) — it ensures that all the procedures to follow during
or after an incident has occurred are followed.

Effective communication — it ensures that there is a clear chain of communication
between employees, management structure and the security officers.

Compliance — it ensures that there is a monitoring process for compliance to the security

objectives.

According to Peltier (2005) the value of business objectives within an awareness programme

is important as it ensure that those in managerial positions take the process seriously. Grounded

on the corporate objectives, the organisational culture will dictate the aspects of data safety

values to be emphasised.

The concept of data safety principles is significant within a service organisation; however, it is

not complete if the management process is not understood and embraced. ISMS act as an

umbrella ensuring that all features of ICT safety culture are in motion. ISMS encapsulate all

the processes to ensure the realisation of ICT security systems, information and data assets

protection. Within the organisational areas, ISMS is regarded as a bundle of policies and
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procedures for thoroughly managing an organisation’s critical information and data assets. The
main objective of ISMS is to lower the risks and ensure business continuity by proactively
minimising the impact of a security breach. The next section deliberates on the significance of
ISMS in organisations and what it entails, to make sure that business strategic assets are

protected, and security culture is embraced.

2.5 Information Security Management System

According to Sanchez et al., (2015), ISMS is well-defined as a managing structure utilised to
create and preserve the protected area of information and data assets. The significant goal post
pertaining ISMS is to make sure that procedures and measures required in managing the
information and communication technology are put into practice and maintained. To develop
data security values within organisations, various approaches are required to be taken into
consideration based on policies, information security awareness, training and education
(Gennatou et al., 2000). According to Velilla and Rosanas (2005) management initiatives
cannot ensure major impact on personnel behaviours. Schultz (2005) asserted that it is

important to grant the special care on personnel behavioural aspect.

According to Shain and Longley (1991) data safekeeping could be described as “the protection
of, also retrieval from, unauthorised or unwanted demolition, alteration, revelation, or usage of
data resource, either unintentional or intentionally.” The end objective of data safety
supervision is averting or minimizing the harm to the organisation assets by developing and
sustaining the quality of information infrastructures, processes and their procedures VVon Solms
and Van Niekerk (2005). According to Gupta et al., (2014) there are ten areas that represent all

information security management events. The areas are discussed as follows:
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2.5.1 Top Management Support

Senior managers support provides key guidance throughout the planning, designing,
developing, deploying and post-deploying of an information security management system. As
all users or employees will be observing management commitment to the process, their key
mandate is also to encourage constructive user attitude towards the data safekeeping
supervision process within an organisation. Several deliverables linking to senior management

responsibility entails the following:

e Compliance toward the information security policies;

e Attitudes of management versus all employees;

e Organisational security culture and overall risk management;

e Ensure the effectiveness of information system security;

e Provisioning of resources towards the information security efforts; and

e Financial backup to setup the information security infrastructure.

The significant aspects to guarantee appropriate management support entails the following:
“top management must understand the important of information security, top executives attend
information security meetings, top executives availability during the information security
related decision making, and allocations of resources including financials and manpower for
information security activities” Gupta et al., (2014). According to Cavusoglu et al., (2010), to
ensure that all users comply with all the security policies the process will be influenced by: the
compliance benefits that entails rewards, inherent benefits and safety, noncompliance cost that

entails vulnerabilities, inherent cost and sanctions.

The following segment deliberates about the information security policy.
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2.5.2 Information Security Policy
The details below highlight the significance of data safekeeping procedure mapping to safety

culture.

An information security policy is a document that highlight how a service organisation put a
strategy or a plan in place to safeguard its infrastructural assets. It highlights the direction and
management support of all the information security activities, or in a nutshell, is a document
outlying management intent. In most cases the document entails generic statements pertaining
to organisational goals, purposes, views or beliefs, morals and responsibilities, and frequently

designates the process to obtain them Saint-German (2005).
The key focal areas of an information security policy include the following:

e Policy framework;

e Policy essentials, characteristics and exposure;

e Design, execution and adoption;

e Process for reporting information security incidents;

e Alignment of information security policy to the organisational strategy;

e Aligning employees or users behavioural attitudes towards procedure acquiescence;

e Highlighting pivotal function of data safekeeping vigilance within the policy
compliance;

e Ensuring policy communication throughout the organisation;

e Ensuing policy effectiveness to achieve the intended objectives; and

e Highlighting the policy violations to the users.

Significant areas within an information security policy entails: policy documentation of the

organisation, roles and responsibilities should be defined in simple understandable terms,
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policy documentations are reviewed regularly or if changes occurred, and lastly the processes

for information security policy must be clearly defined and documented.

The following section deliberated into information and data safekeeping training towards the

safety values.

2.5.3 Information Security Training

The significance of establishing data safekeeping training is to construct or embed knowledge
in employees to make sure that it yields the relevant and required skills and capabilities besides
the technological aspects. Everyone having access to the data and information must be
knowledgeable with regards to information security. In most cases training takes longer than
awareness as participants should have a strong understanding of the procedure. The expectation
is that users or employees should be capable to resolve any difficult issues after attending the
training programme. Significant areas pertaining to the information security training entails the

following:

e Meeting all the training requirements of personnel;
e Highlight differences between training versus awareness and education;
e Used as a data safekeeping training instrument; and

e Used as a data safekeeping compliance instrument.

The key deliverable for the information security training to all the users of information and
data entails the following: service organisations should conduct more information security
training to the users, and an information security advisor must be handy to organize the

information security roles Gupta et al., (2014).

The following sector deliberates about the information security awareness.

41|Page



2.5.4 Information Security Awareness

Though the contents of awareness are not similar to the contents of formal training it should
not be viewed as informal training. The significance of awareness appeal to the attention of
users towards the security subject and provide lessons for basic countermeasures. The
significance of awareness is to let users to identity the issues for information security and
communicate to them on how to respond accordingly. According to Katsikas (2000),
information security programmes teaches the short-term, instant and explicit knowledge that

must be repetitive to ensure constant awareness.
The significant areas of information security awareness entails:

e To ensure compliance to the information security policies;
e Ensure changes in information security behaviours;

e Mitigation of gaps between talking and action;

e Ensure shift of knowledge and attitude of users;

e Itis not static, and its process is ongoing; and

e To ensure that all users receives the message;

The significant construct for information security awareness involves the following: “all
personnel are aware of security policies and guidelines for the service organisations,
programmes are organised to ensure users are conscious about information security policies
and guidelines of the organisations, users roles and responsibilities are simplified and properly
communicated, users are versed in terms of the do’s and don’ts of information systems and
assets’ acceptable and unacceptable expectations, and guidelines for violating the information

security in terms of punishment is communicated Gupta et al., (2014)”

The next section delves into the information security culture.
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2.5.5 Information Security Culture

The information or data safekeeping values is the supervisory aspect details how processes are
followed within an organisation pertaining to the data or information security. The current
section takes centre stage in the whole research study. According to Mirza and AlHogail
(2014), the main focal point of information security culture is to influence user’s security
behaviours. A vigorous information security culture is in existence when all personnel are
vigilant pertaining their roles and responsibilities, are aware of any potential risks and
mitigating processes as well as the consequences of non-compliance and by refining measures
to improve the process to safeguard the information within the organisation. The focal area of

information security culture entails the following:

e Organisational values are embraced by all;

e Ensure compliance to data and information safekeeping policies;

e Ensure the understanding of the organisational security culture proportions;

e Changing of attitudes, norms, views, values and knowledge of users and other
stakeholders; and

e Shifting the user’s information security behaviours.

The key areas within the data and information safekeeping values entails the following:
“creation of data and information safekeeping processes between all personnel, ensure that
information security become the first priority to all personnel, ensure that information
safeguarding become the norm to all personnel; ensure that there is a dedicated team to run the
programme, confirm that all employees are conscious pertaining cyberthreat towards their
information and data assets, and to ensure that there is a specific forum that provide

management with direction and support” Gupta et al., (2014).
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2.5.6 Information Security Audit

To conduct an information security audit a sovereign organisation or an individual must
scrutinize and assess the security of an organisational information structures. The process is to
assess the eminence of data and information safekeeping controls, to assess user compliance
and recommend changes to enhance the comprehensive information security. According to
Saint-German (2005) it is imperative to conduct an annual audit and subsequent to that be
certified based on certain standards. Main areas that should not be overlooked in an information

security audit include:

e Planning of the information system risks ensuring that business is aligned;
e The human factor;

e The internal audits;

e 3rd party audits; and

e Monitoring of compliances pertaining to the rules and guidelines.

The key factors that included in an information security audit are: a committee need to be
established to conduct information security, an organisation must periodically conduct internal
information security audits, and lastly, the business has to introduce an external audit routine
Gupta et al., (2014). In as much as auditing is significant, it is also imperative to have best

practices in places.

2.5.7 Information Security Management Best Practices

The importance of having best practice in place is to ensure that organisations assess any
possible security risks, to confirm that proper security controls and countermeasure are in place,
and to conform with the organisational regulations and legal requirements. In most instances
best practises are based on standards that are flexible as they can be improved to a variety of

organisations Saint-German (2005). Key significant factors pertaining to best practices
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includes: the clean desk policy is in place, anti-virus software is used within the organisation
and are up-to-date and able to protect against the cyber threats, a suitable authentication process
is essential for the external connections like Multi Factor Authentication (MFA), to ensure that
proper acceptable controls are in place, risk assessment and management processes are adhered
to and followed, and to ensure that systems are upgraded or updated based on the structured

plan and not in an adhoc fashion.

2.5.8 Asset Management

Within the computer infrastructure there are three important assets namely data or Information,
hardware and software. Based on their formation, each of those parts are faced with several

vulnerabilities that need to be monitored throughout the information security forecasting phase.

To accurately manage the organisational assets, all assets need to be identified, the potential
risk needs to be understand and measures should be in place to mitigate or to prevent them

should a security threat materialise (Margulies et al., 2015).
Major problems of asset management entails:

e Asset categorization and control,
e Asset ownership;

e Risk assessment;

e Asset threats and safety; and

e Access regulation to information technology facilities.

2.5.9 Information Security Incident Management
To ensure that the organisation is ready in terms of security incident response, a document
titled incident response plan will be utilised to ascertain how to deal with the incident.

According to Margulies et al., (2015), the procedure should outline what constitute an incident,

45|Page



recognize or identify the accountable party should the incident materialised, and should also

outline the action to be taken.

According to Gupta et al., (2014), The significant factors pertaining to the information security

incident management are:

Documented business continuity plan (BCP) and disaster recovery plan (DRP) must be

in place within the organisation;

e Procedures must be clearly defined on what to do together with on who to call for
support during the security incident event;

e disciplinary action must be taken against anyone violating the information security
rules;

e Both the BCP and DRP are discussed and communicated to all the users;

e To confirm accessibility and reliability of critical data processing and communication
services, a backup and recovery processes must be in place;

e |If a backup and recovery processes are in place, the organisation can survive the

calamity that may result in the loss of infrastructure including, but not limited to:

systems, buildings, and historical records; and

e The information security measures must be reviewed regularly, the least being annually.

According to Gupta et al., (2014), it has been proven that both the asset and information

security incident management are interrelated within the information security management.

2.5.10 Information Security Regulation Compliance

To ensure data and information security systems compliance with both standards and
guidelines as dictated within the security policy and any related security documentation, a
regular security audit must be observed. It must be explicitly outlined that failure to comply

with the processes will lead to inadequate information security is punishable. Both the
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independent team and internal staff must ensure that information security compliance is

adhered to Margulies et al., (2015)
Main issues with the information security regulation compliance includes:

e The information security standards;
e Both the information security laws and regulations;
e Ensuring compliance to both the information security rules/procedures/standards; and

e Adhering to organisational data safekeeping policies.
According to Gupta et al., (2014) the significant aspects of regulation compliance entails:

e Both data privacy and polices must be in place within the organisation;

e Toensure compliance and acknowledgement of processes all users should sign both the
data privacy and the protection agreement;

e External employees like 3™ party vendors must sign both the data privacy and
protection agreement while doing their function with the organisation;

e Organisation must adhere to the industry standards pertaining to the information
security management;

e Ensure that a dedicated forum for observing organisational compliance to data

protection is in place.

Within the technological innovation adoption space, there are many adoption models used to
implement the proposed framework constructs as a method of assessing how effective or
efficient they are. The following section highlight several models used to adopt theoretical

models or frameworks.
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2.6 Adoption Models

According to Mohammed (2015), adoption is the process of accepting and continuing utilizing
the invention, amenity or idea. Before any consumer could decide to adopt an innovation or
services they must go through the process of being educated, convinced, making decisions,

confirming and finally go through the process of implementation.
Technology Acceptance Model (TAM)

The TAM framework is an augmentation of the Theory of Reasoned Action framework created
by Fishbein and Ajzen (1975) to clarify client acknowledgment or acceptance of information

systems as represented in Figure 2-1 below.
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Figure 2-1: Technological Acceptance Model
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The above intention-based framework dictates how users could be in either acceptance of the
usage of technology or discard it on the bases of principles which impact attitudes towards the
intention to use the proposed systems. According to the model, there are two factors that have
significant impact on the acceptance of IT innovation, namely Perceived Usefulness (PU) that
“denotes the level to which individuals trusts that utilising a specific structure will improve
their performance” and Perceived Ease of Use (PEOU) that “denotes the degree to which a
person’s trusts that utilizing an exact technology will be free from exertions” (Nahlik et al.,
2009). According to Bwalya (2009) the TAM framework has been put into usage by majority

of researchers in studying the acceptance of technology. The framework has been viewed as
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the leading model for elucidation and envisaging the system use. The drawback of the model
is that it considered the individuals but disregarded or overlook the social procedures of
information systems progress and application as well as the social impact of system usage

Bagozzi (2007).

According to Durodolu (2016), the Technology Acceptance Model is one of the established

theoretical models that endeavours to investigate the features impacting technology adoption.
Unified Theory of Acceptance and Use of Technology Model (UTAUT) Bala et al., (2013)

The UTAUT framework is an expansion of Davis's (1989) theoretical Technological
Acceptance Model, created in an effort to amalgamate the major contending user acceptance

theoretical models. Details of the model are shown in figure 2-2 below.
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Figure 2-2:(UTAUT) Unified Theory of Acceptance and Use of Technology Model by Bala et
al., (2013)

The UTAUT conceptual model addresses the shortfall of TAM on the social aspect, the

construct is based within the social influence context. According to Bwalya (2009), the
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UTAUT conceptual model assist managers to measure the probability of success for latest

innovations as well as comprehending the determinants of technological acceptance.

According to the theory review there are several factors that perform a major function in the
specific context of personnel adoption and usage towards the behaviour. These Factors entails:
performance expectancy that indicates the level of users trusts that utilizing the innovation will
assist him or her to achieve improvements in function performances, effort expectancy that
denotes the level of ease relating to the system usage, social influence that denotes the level of
users that hope that it is significant for other to trust the new systems, while enabling
circumstances denotes the level users trust that the service organisation and its technical
equipment in existence will assist in the use of the new system. The drawback of UTAUT
conceptual theory is the scales that are used to assess the mail factors which influence the
contents validity. It is proposed that there is a requirement to measure UTAUT in future
research to make sure that appropriate scales, based on individual constructs, are addressed to

remedy the issues experienced with content validity.

Hyland and Sukanlaya (2012) used the UTAUT model to determine aspects prompting the
acceptance of innovation in a structure of buildings. Seven constructs were used to determine
the acceptance that will lead to adoption process and entails the following: performance
anticipation, simplifying environments, determination anticipation, societal effect, personal
confrontation to change, senior management backing and regulating variables that entails age,
sexual category, education, and computer knowledge. The outcome shows determination
anticipation, simplifying environments, and senior management backing having an impact

towards the personnel intent to utilize Information Technology.

Naenna and Phichitchasopa (2013) utilised the UTAUT model to examine the factors

influencing Information Technology services in healthcare. The outcome shows the construct
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having a significant effect on performance anticipation, efforts anticipation and simplifying

environments.

Rahayu and Day (2015) developed a model adapted from the TOE framework. Multiple
variables were projected to investigate features influencing SMEs in emerging states in
accepting electronic commerce. The TOE framework was categorised into four factors namely:
technological, organisational, environmental, and individual factors. The outcomes outline that
perceived benefits, technological keenness, owner’s pioneering, owners’ information
technology aptitudes and titleholders’ information technology knowledge are the determining

features that influences Indonesian SMEs in their acceptance of e-commerce.

According to Shoemaker and Rogers (1971) the technological innovation must go through the

following phases to ensure that all the correct boxes were ticked:

e Education (Knowledge)
e Persuasion

e Confirmation

e Implementation

Decisions

Before any innovation can be either rejected or adopted it must go through several phases to
test or observe as to whether it will provide the required benefits or not. According to Frambach
(1993) this emphasises that the innovation phases outlined by Rogers is the procedure whereby
service organisations or individuals go through the process of knowing the innovation.
Subsequent to that they establish either positiveness or negativeness towards the modernization
as to whether it would be implemented of not. As a result of the preceding phases it will confirm

the decisions.

The five innovation phases in the decision process are deliberated as:
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Education phase: the preliminary adopter has supplementary knowledge above anyone trying

to adopt the innovation at a later stage.

Persuasion phase: this is the phase where self-assurance towards the modernization adoption
is established. By envisaging upcoming gratification and foreseeing risk of adoption, the
prospective adopter would be developing either encouraging or damaging attitudes towards the

modernization adoption.

Pronouncement phase: this phase transpires after the adopter has engaged in events that led

to the innovation being either adopted or rejected.

Implementation phase: as per Rogers’ assessment, information processing and judgement

comes to an end however the behavioural variation commences.

Confirmation phase: this phase only happens subsequent to the adoption of innovation
whereby the adopter periodically checks their outcomes of their decisions. In this process, it is

possible for the adopted innovation to be rejected after being implemented.

According to Reed et al., (1996), the option for the adoption and eventual implementation of
the decision might be separated by action and timeframe. In a nutshell, adoption could be
defined as the acceptance and continuation usage of a service that might have impacted the five
phases (education or knowledge, persuasion, confirmation, implementation and decision

making).

Technology, Organisation, and Environment Framework developed by Tornatzky and

Fleisher (1990)

The TOE contextual model established by Tornatzky and Fleisher (1990) (as depicted in Figure
2-3 below) is one of the most popular research frameworks used for the acceptance of

technological innovation. Grounded on the TOE model, a conceptual model for ICT security
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adoption was proposed to test the constructs. The conceptual model entails six determinants
towards the adoption of the ICT security culture within the three factors. The six determinants
towards the adoption of innovation as used by other researchers includes: (1) management
support, (2) financial resources, (3) organisational competence, (4) perceived benefits, (5)
perceived complexity, and (6) government regulation. The above variables are clustered in
three context that are: technological factor, environmental factor and organisational factor. The
conceptual research model was outlined in this chapter together with its constructs and the
relationships hypotheses among the constructs. According to Mallat (2007) the TOE
conceptual model was originally used within Information Technology research studies as it has
provided a valuable analytical basis and reliability although detailed factors within the main
context may be different. The conceptual model was used by many researchers for innovation
adoption. Examples are as follows: Zhu et al., (2006b) viewed the Technology Organisation
and Environment framework as the significance backgrounds to understand the diffusion of
business. Whereas Lee et al., (2009) projected a technological organisational and
environmental conceptual model for the consideration of Radio-Frequency ldentification
(RFID) adoption in manufacturing organisation that wishes to improve their process efficiency.
On the other hand Lin (2007), used a TOE theoretical prototype to evaluate aspects that

influenced the adoption of green practices by SMMESs service organisation.

Technological context
Perceived benefits

Perceived complexity

53|Page



Figure 2-3: TOE model developed by Tornatzky and Fleisher (1990)

2.7 Chapter Summary

Security culture background and issues surrounding its existence together with the security
explanation of the concepts from multiple researchers were discussed. The technological
models and their summaries were explained with the sole purpose of formulating the research
framework in the subsequent chapter. The next chapter provided details surrounding the
research approach, method, data validation, etc. and how the research data was collected and

analysed of which are the building blocks of the research programme.
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CHAPTER THREE
3 RESEARCH METHODOLOGY

3.1 Introduction

The contents in this chapter outlines the research methodology and measures used to address
the research study objectives and questions in detail. Subsections of this chapter includes the
research strategy, research design, population, sampling procedures, data collection, study
limitation sampling technique, data validity and reliability, questionnaire development, data
analysis and ethical matters associated with this research project. Furthermore, it deliberates
on the process used to analyse data validity and reliability as well as testing of the hypothesis
based on adoption of ICT security culture in SMMEs in the Gauteng province in South Africa.
Multiple regression analysis was used to assess the association amongst ICT safekeeping

culture variables and the intention to adoption ICT security culture variable.

3.2 Research Strategy

According to Yin (1994), the most significant method for distinguishing amongst multiple
research strategies is to recognize the research questions asked. As shown in table 3-1, there
are five main research strategies to utilise during the collection and analysis of empirical

evidence, namely experiment, survey, archival analysis, history and case study.

According to Yin (1994), individual strategies have their advantages and disadvantages
depending on several circumstances. Firstly, the kind of study questions, secondly is the
researcher’s independence on authentic behavioural measures and the last one being the focus
on contemporary versus historical phenomena. The key note is that the boundaries between the
methods are not always strident and clear, and they frequently overlap each other as shown in

Table 3-1.
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Table 3-1: Relevant situation for different research strategies. Sources Yin, 1994, P.6

Strategy Form of Research | Requires control | Focus on
Question over behavioural | contemporary event
events
Experiment How, Why Yes Yes
Survey Who, What, Where, | No Yes
How many, How
much
Archival Analysis Who, What, Where, | No Yes / No
How many, How
much
History How, Why No No
Case Study How, Why No Yes

The research strategy relies on features of the itemized research question/s. The major goals of
this research study is to (1) determine how the adoption of ICT security culture can be
supported in SMMESs to minimize human errors, (2) determine what has been done to minimize
security breaches through human errors in Information Technology, (3) decide what are the
determinants that influences the adoption of ICT security culture in SMMEs, and (4) how to
measure the effectiveness of using this framework for adopting ICT security culture in
SMMESs? The study questions of the current research are in the shape of what and how,

consequently, the most suitable research strategy is to do a survey. In this research study, the

guantitative survey process was used as strategy mechanism.
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3.3 Research Design

According to Nachmias and Nachmias (2004), research design is a plan that allows the
researcher to propose solutions to problems and direct him on the numerous phases of the
research accordingly. Schindler and Cooper (2011) summarizes the importance of research
design as an action- and time-based plan that is always linked to the research questions. The
descriptive research design was used to study a population of interests by choosing samples
and analyse the existence of occurrences at any given time (Orodho, 2008). A descriptive
research design was used in this research study, whereby the participants feedback and opinions
where collected, accumulated and deliberated or analysed in order to understand the types of
participants within the research area. The usage of the chosen design was justified for the
research study as it considered the present perspectives or viewpoints and existing connections,
and furthermore the scrutiny of the variables included in the research. The focal benefit and
purpose of utilizing descriptive research design was to transform information and data into a

statistical format.

The structured questionnaire was used for data collection to ensure that the formality of
response is adhered to. The questionnaire was designed to determine the participant’s insight
into the adoption of ICT security culture in the SMMEs in the Gauteng province in South
Africa. Regression analysis was utilized to establish association amongst variables of this
research. Research information was assessed by means of the Statistical Software Package for

Social Sciences (SPSS) version 25.

The beta value (B) was used as a measurement of how strong the individual independent
variable influences the dependent variable, it was also used in previous research like (Jafari et

al., 2010). The individual regression coefficient represents an approximation of the change in
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dependent variable, this will be established when all other independent variables are seized

constant.

3.4 Data Collection

For data collections, online Survey Monkey and hard copy distributions were utilised for the
respondents to provide feedback. Firstly, the online survey was utilised as a vehicle to collect
data from the SMMEs employees based in the Gauteng province in South Africa through the
questionnaire instrument. The reason online survey was recommended was because it is easy
to reach more participants within a short space of time and it enables participants to respond to
the questions at their convenience using a variety of devices that can connect to the internet.
The second method was distributing hardcopies around the SMMEs within ease of reach.
Although this process is expensive with regard to time and resources, it is worthwhile as not
all employees who uses e-mail can access the specific online survey link. The data collection
method used in this research study was also used in the previous study by Al-Alawi and Al-Ali

(2015)

3.5 Piloting

To be certain that the research instruments utilized in data collection were structurally
comprehensive, included the relevant questions and would gather effective contents, the
researcher in this study submitted pilot questionnaires to the professionals in this field of study,
for assessment. The rationale was to assess if the questionnaire were structurally sound. The
researcher piloted the questionnaire to a sizeable group of 15 participants whose data was not
included within the final research information. The outcome of the pilot process assisted the

researcher to rectify items of the questionnaire that were ambiguous towards the participants.
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3.6 Population and Sampling Design

3.6.1 Population

A population defines the samples of participants in the area of research through which data was
collected from and eventually produced findings so that the researcher may generalize the
entire population Zikmund (2003). According to Kothari (2004) a population is viewed as the
total number of items (respondents) from which information or data was desired. In this
research, the population comprises of SMME employees who are based in the Gauteng

province in South Africa.

3.6.2 Sampling Design

3.6.2.1 Sampling frame

According to Dillman et al., (2008), a sampling frame symbolizes the community of interest
that can be identified, accessed and evaluated throughout the research study. The researcher
can select a controllable sample of the targeted community of interest from a sample frame. As
it is practically impossible for the researcher to reach the entire community of interest in any
type of research study, a researcher has to depend upon a sampling frame to characterize all of
the individuals of the community of interest. The sampling frame can embody every one of the
communities of interest or part thereof. In this research study, the population comprised of
SMMEs in the Gauteng province in South Africa who registered with the department of
Department of Trade and Industries (DTI). The conditions used for the selection of the sample
organisations was as follows: the service organisation must have used or currently use ICT
solution in all or part of their business, and their characteristics for being SMMEs must fall
within the SMMEs as characterised by the South African government. According to Lucey

(2002) research sampling is the procedure of examining a representative set of objects or people
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out of the entire population to realize or understand some attribute of the same group or

population.

3.6.3 Sampling Technique

Sampling techniques are means that are utilized to choose a sample from the population of
interest by minimizing it to a controllable and representative size. According to Dillman et al.,
(2008) sampling techniques are applied when interpretations are made pertaining the
population of interest. Two sampling technique namely: probability and non-probability are
mainly used within the research area. The probability sampling is the technique whereby every
sample within the targeted audiences has a chance greater than zero of being chosen to
represent the whole population accurately. Whereas a non-probability sampling technique is
grounded on the basis that samples are selected based on the subjectivity judgement of the
researcher, rather than random selection. According to Kanupriya (2018), when each
component in the population have the same probability of selection it is referred as ‘equally
probability of selection” (EPS) design. In this study, both probability and non-probability
sampling technique were utilised. Within the probability sample, the simple random sampling
was utilised because each member has an opportunity of being selected and represent the
community of interest and from the non-probability sample the purposive subsection was used.
The reason being, the researcher chose a sample on the account of their knowledge of the
community of interest and the study itself. The participants were chosen on the account of study

purposes.

3.6.4 Sample Size
According to Kothari (2004), the number of people who were chosen from the population of
interest constitute a sample size. In this study, a total number of 665 responses were received

of which 18 were non-usable or incomplete and subsequent to that, 647 responses were used
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for data analysis. A sample size of 647 individuals from different SMMEs in the Gauteng
province was used. Though it does not represent all the SMMEs in the area, the number of
respondents was enough to get a sense of the population of interest’s views points. The sample
size of 647 participants made it manageable because of time and resources constraints and it

also provided critical analysis of the contents under study.

3.7 Developing the Questionnaire

A questionnaire is a procedure for getting data from the participants by utilizing a sequence of
questions pertaining to the specific subject matter. According to Birks and Malhotra (2000) a
questionnaire should have three specific objectives, namely: (1) decoding the desired data into
questionnaire, (2) maximizing inspiration of the participants near partaking in the programme,
and (3) lessening reply faults which occurs based on manipulating, miss-recorded or miss-
analysed responses. Within this research, the structured questionnaire was utilised to ensure
that there is no ambiguity in response. According to Birks and Malhotra (2000), to design the
questionnaire properly, the researcher should take question wording into consideration which
might have a direct impact on the response from the participants if they are difficult to
understand. It is imperative to use simple language that would not surpass knowledgeable

capacity of targeted audiences.

The constructed questionnaire intended to capture the respondent’s opinion pertaining ICT
security culture and other determinants that might impact decision making to adopt ICT
security culture in SMMEs. The research questionnaire comprised of 28 items that were used
to measure variables. As discussed previously the Technological, Organisational and
Environmental conceptual model encompasses three constructs, namely: Technological
construct; Organizational construct and Environmental construct. The TOE construct

comprises of the following variables within the Technological construct: perceived benefits
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with 4 items, and perceived complexity also with 4 items. Within the Environmental construct
the variables are government regulations with 5 items whereas the Organisational construct
comprises of management support with 4 items, financial resources also with 4 items and
organisational competence using 3 items. The perceived intention to adopt the ICT security
culture was measured by 4 items. The significant of the questionnaire was to measure the
research framework construct’s effect towards the adoption of the innovation and determine
whether each variable have a positive or negative impact on the dependant variable (adoption
of ICT security culture). Questionnaires and items were adapted from the previously published

research papers to align with the current research paper.

To quantity participants views, five-point Likert scale was employed that comprises of the
following options: (1) signifying “Strongly disagree”; (2) signifying “Disagree”; (3)
signifying “Neither agree or disagree”; (4) signifying “Agree” and (5) signifying “Strongly

agree”.

The questionnaire consisted of two parts: Within Section A: Demographic information, the
participants were asked about their demographic setup to ascertain the type of respondents that
participated, as this will assist in improving future research study in similar setup. The
demographic data was not used to determine factors to adopt but to provide information about
the type of respondents who participated. While in Section B: Technology Adoption
associated questionnaires, the portion was considered as the main question groups where
multiple factors which were based on the proposed conceptual model were put into test and
hypothesis were developed to determine the relationship towards the adoption of the proposed
innovation. Table 3-2 below shows where the questionnaires were adapted from the previous

research papers.

Table 3-2 : Sources of statements used to measure each construct
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Construct Item | Statement/ Items Revised from
Codes
Demographics Education Level, Age, Experience, Al-Alawi and Al-
Information Position Held Ali (2015)
Management | MS1 Management encourages employees to be | (Roberts and
Support ICT security champions. Premkumar, 1999,
Pai et al., 2014)
MS2 Management will make resources available
for the adoption of the ICT security culture
MS3 | Adoption of innovation activities is widely
communicated and understood throughout
the organization
MS4 | Management demonstrate strong
commitment to promote information
security culture.
Government GR1 We believe that there are effective ways to | kanaan-Jebna et
Regulations adopt ICT security culture al., (2016); Zhu et
GR2 We believe that the SMMEs environment | al., (2006a)
(business culture) is conducive enough to
adopt ICT security culture
GR3 | We believe that government policies or

regulations (Laws) will effective minimize
human error through adoption of ICT

security culture
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Construct Item | Statement/ Items Revised from
Codes
GR4 | We believe that government will
demonstrate strong commitment to
promote ICT security culture
GR5 Proper handling of economic, political
instability and human rights issues will
allow the adoption of ICT security culture
Organizational | OC1 We have a good understanding of ICT Lertwongsatien
Competence environment where we are doing business | and Ravichandran
0C2 Our organization have a good (2005);Molla and
understanding of product / services classes | Licker (2005)
within our business environment.
OCs3 Our organization have competent resources
to assist towards the adoption of ICT
security culture.
Perceived PC1 The adoption of the ICT security culture Davis (1986);Chau
Complexity will not inconvenience the way we are and Tam (1997)
doing business.
PC2 Learning to adapt the adoption of ICT

security culture will be easy.
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Construct Item | Statement/ Items Revised from
Codes
PC3 It is easy for our SMMEs employees to
become skilful in using the innovation.
PC4 Interacting or Adoption of ICTs security
culture will be flexible.
Perceived PB1 Adoption of ICT security culture will Davis et al., (1989)
Benefits improve service productivity.
PB2 Human errors will be minimized after the
adoption of the ICT security culture.
PB3 It will be easier for me to become skilful in
adjusting to the adoption of the ICT
security culture
PB4 Unnecessary down time of systems will be
minimized.
Financial FR1 The service organization has not Boonsiritomachai
Resources difficulties in finding all the necessary (2014); Ellinger et
resources. (i.e. initial investments, time) to | al., (2011)
adopt innovation
FR2 The service organisation will maximize
profit through the adoption of ICT security
culture
FR3 The adoption of ICT security culture will

signify an investment with valuable

returns.
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Construct ltem Statement / ltems Revised from

Codes

FR4 The cost logistics to support the adoption
of the ICT security culture will be high.

(i.e. Cost to train employees)

Intention to ITAL | Intent to use measures in the future Gavgani et al.,

Adopt ITA2 | Plan to use measures as soon as possible (2016)

ITA3 | Intent to use measures as soon as possible

ITA4 | Plan to use measures in the future

3.7.1 Variables and Functional Definition

Table 3-3 below illustrates the clarification of research construct and their functional definition.
It highlights the extent to which users views the construct having impact on the adoption of the

technological development of which in this current study is ICT security culture.

Table 3-3: Study construct and functional definition

Construct Functional definition

Management Support The level on which personnel trust that
management support will improve the

adoption of ICT security culture in SMMEs.

Government Regulations The extent to which users believe that
government regulations will enhance the
adoption of the ICT security culture in

SMMEs.
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Construct Functional definition

Intention to Adopt ICT security culture The degree to which users aim to partake in
the adoption of the ICT security culture in

SMMEs.

Financial Resources The scope to which personnel trust that the
organizational financial resources will
enhance the acceptance of ICT security

culture.

Perceived Benefits The scope on which personnel trust that
perceived benefits will improve the adoption

of ICT security culture in SMMEs.

Perceived Complexity The scope on which personnel trust that
perceived complexity will improve the
acceptance of ICT security culture in

SMMEs.

Organizational Competence The degree on which personnel trust that
organisational competence will improve the

adoption of ICT security culture in SMMEs.

3.8 Proposed Research Model

As discussed in literature reviews, the IT adoption literature associated with SMMEs has
recognized and exposed the effect of a widespread range of construct linking to adoption of
multiple innovation. Within the similar custom, also as an endeavour to achieve the study

determination, it is thus significant to find determinants that were viewed within this research
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to be substantial to the adoption of ICT security culture in SMMEs in the Gauteng province in

South Africa.

The research framework used within this study was derived and adopted from the
Technological Organisational and Environment framework (TOE) as projected by Tornatzky
and Fleischer (1990) (See figure 3-1 below). The below model was widely used by researchers
for the adoption of ICT innovation hence it has been adopted in this study to determine the

factors that have a significant effect on the adoption of the ICT security culture in SMMEs in

the Gauteng province in South Africa.

Organization

i 3
-f o rmtcr
Adopt ICT

security
Technological
culture
Context
Environmental
Context

.f

Figure 3-1: Proposed research modelTornatzky and Fleisher (1990)
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3.9 Ethical Consideration

The concept of ethical consideration is related to moral standards that should be reflected by
the researcher in all of the research phases. Within this research study ethical considerations

has been a top priority to adhere to.

All participants in this research were conscious that they do so on voluntary basis. With regards
to confidentiality, all correspondences were treated with high confidentiality to guarantee the
cooperation of the respondents. To adhere to individual’s privacy and anonymity, all the files
containing personal identifiable information were password protected. To make sure that all
participants understand the objectives and aims of the research study the consent letters were

distributed to them in an effort for them to comprehend the outcomes of the research study.

3.10 Data Processing and Analysis Techniques

The captured data was transferred to SPSS version 25 for analysis. To ensure that there was an
internal consistency for the concepts of the research, a reliability test was carried out using
Cronbach’s alphas and composite reliability (CR). A validity test was carried out to assess if
the study instrument (survey) definitely measures what it was intended to measure using the
following instruments: Kaizer-Meyer-Olkin (KMO), Bartlett’s test of sphericity and the
Principal Component Analysis (PCA) using the Varimax rotation. And finally, to analyse the
hypotheses of the research study the regression analysis technique was conducted, and factor
analyses was used to analyse the dataset for the scale construction and operational. Subsequent
to that, percentages of the demographic information results, (Section A of the questionnaire)
using figures were presented as well as the frequencies and percentages of ICT security culture

associated questions results (Section B questionnaire) utilising the tables.

To confirm the technology adoption (ICT security culture) associated questionnaire (Section B
questionnaire) consistency, the Cronbach’s Alpha and Composite Reliability were analysed, as
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discussed before, to confirm that the variables are really measuring the same thing. According
to Harfoushi et al., (2016), reliability is based on meticulousness; it is mainly utilised in
verifying the uniformity as well as the steadiness of the questionnaire. According to Thope et

al., (1991), assessment of reliability should fall under the following questions:

e Will the measurement produce identical results on a different occasion?
e Will comparable reflection be reached by other viewers?

e Is there any visibility on how logic was viewed from row data?

To confirm the steadiness of construct, the Cronbach’s results should be above 0.7 to ensure
that they are acceptable, any value below that figure is regarded as poor. Reliability of the
questionnaires were based on the intention to adopt the ICT security culture in SMMEs. Table

3-4 below highlights the reliability levels.

Table 3-4: Reliability Levels

Reliability Ranges

Poor or unreliable a< 0.7

Acceptable or reliable 0=0.7 and a< 0.8
Good or very reliable a=0.8 and 0<0.9
Excellent or strongly reliable 0=0.9 and 0< 0.10

Factor analysis was used within the convergent and discriminant validity to determine if the
scales are measuring the construct appropriately. The Principal Components Analysis (PCA)
which is a data reduction technique that minimizes a larger set of measures to a smaller and
more manageable set was utilized to confirm convergent and discriminant validity. According
to Manaf et al., (2013), PCA manages the whole data to be analysed without excluding the

fundamental class baseline and looks into the directions that have the widest variations. Shlens
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(2014) concur that PCA is a typical instrument used in recent data scrutiny, in varied areas
from neuroscience to computer photographs based on its simplistic, non-parametric technique
for removing specific details from unclear information sets. Based on the previous statement
PCA provided a blueprint on how to minimize a complex data set to minimal dimensions to
uncover the concealed and basic structures that periodically motivate it. According to Wang
(2014), the PCA is a prejudice transformational process that diagnose an estimate of the
covariance matrix of the data. The PCA equation or formula is depicted below in equation 3-

1:

Equation 3-1: PCA Formula

S|

9:

Zn:xi
i=1

The sampling adequacy was conducted utilizing the Kaizer-Meyer-Olkin (KMO). The KMO
measures how suited are data sets to factor analysis. According to Abdullah et al., (2016), for
the sampling adequacy to be adequate or acceptable its value should be more than 0.5; should
the KMO number be below 0.5 the process would be undesirable and factor analysis would not
be undertaken. The formula or equation to measure the KMO test is depicted below in equation

3-2 as:

Equation 3-2: KMO Formula

Zi#j r2ii
Zi¢j rzij +Zi¢j u

To assess how the experiential correlation matrix, R=(fi J-XPX p) deviate from the identity

KMO =

matrix, the Bartlett’s test of sphericity was used. To measure the inclusive relationship amongst

the independent and dependent variable we computed the factors of the correlation matrix |R|.

UnderHO, |R|=1: if the test results sh0W|R|z0, then the variables are highly correlated.
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Bartlett’s Test of Sphericity highlights to what degree we derivate from the reference situation

of |R|=1. The following formula in equation 3-3 was used:

Equation 3-3: Bartlett’s Test of Sphericity Equation

X% = —[n—l— 2p6+5j><1n|R|

To measure the strength of the relationship between two constructs (see figure 3-2 below),
Person’s correlation coefficient (r) was conducted. Person correlation coefficient is a procedure
for determining the association between two quantitative and continuous variables, it does not
try to ascertain if there any dependent and independent variables Thatte and Gogtay (2017).

The below formula or equation 3-4 was utilised to analyse the Pearson correlation coefficient:

Equation 3-4: Equation to calculate the Pearson correlation coefficient

(> xy)- x> y)
I -(Exf >y - (S y) ]

Management Support

Financial Resources
- R
Organisational
R4 __ | Intention to Adopt ICT

Competence I ;}L

— 1 Security Culture

Percerved Benefits ] .
RS’
R6

Percerved Complexity

Government Regulations

Figure 3-2: Relationship between the independent and dependent variables
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After studying the literature reviews, hypothesis development was proposed based on the
proposed theoretical framework to measure the association amongst constructs and the
adoption of ICT security culture in SMMEs. To ensure that the hypotheses within the research
study were measured, the multiple linear regression was conducted. According to Sacla and
Angelache (2016a) multiple linear regression is viewed as multiple independent variables
utilised to predict the value of a dependent variable, which in this research study is adoption of
ICT security culture. In most cases, multiple linear regressions are utilised for demonstrating
the association between two or more elucidative constructs by identifying a linear formula or

equation between the experimental data.

Regression analysis is an influential statistical method that observe the association amongst
multiple variables of interests. According to Kothari (2004) the coefficient of correlation is
used to scale the degree of association amongst variables. In this study, multiple regression
coefficient of correlation analysis was utilised to analyse the relationship amongst the ICT
security culture factors (independent variables) and the intention to adopt ICT security culture
(dependent variable). The regression and correlation analyses of the model displays the
understanding and confirmation of the suggested relationship between the ICT security culture

variables presented and the intention to adopt ICT security culture.

In this research study the independent variables (management support, government regulation,
perceived complexity, perceived benefits, organisational competence and financial support)
were also used to predict the value of the adoption of the ICT security culture. As the proposed
conceptual model had influences towards the adoption of innovation in the previous literature,
even in this study it was tested to determine if they have any significant relationship with the
adoption of the ICT security culture. Within the research environment, multiple linear

regression was utilised for demonstrating the association amongst multiple explanatory
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variables and the response variable by recognizing a linear equation between the investigational
data. For individual value of the independent construct X it is related to the value of the
dependent variable Y . According to Sacla and Angelache (2016b) each values of the itemized

explanatory construct within the linear regression X1, X2...Xp should be defined based on the

equation 3-5 below:

Equation 3-5 Linear Equation 7/ — bX +a
Subsequent to assessing both the theory reviews and earlier studies, the following hypotheses

were consequential (details were represented in figure 3.3 below):

= .

Intention to

H3

Hé

=

Figure 3-3: Hypotheses Study
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i.  Management Support

The theory reviews of this study indicated evidence of and substantiate the relevance and the
strong positive effect of management support on the intention to adoption ICT security culture
in SMMEs. Management support is viewed as the extent to which management support any
adoption of internal innovation or processes. According to Walker et al., (2008), management
support eagerness to accept technological innovation is one of the main determinants adding
more weight to the influence of adopting the e-commerce or any innovation. Motwani and
Mirchandani (2001) maintains that the backing from management is critical and undoubtedly
distinguish between the adopters and non-adopters in e-commerce adoption process. Hence,

this study hypothesises that:

H1: There is strong relationship between management support and the adoption of ICT

security culture.
ii.  Financial Resources

According to Bagale (2014), financial resources was viewed as one of the substantial aspects
influencing the operations of businesses based on the high investment requirements for
hardware, software as well as employee training. According to Zhu et al., (2003), financial
resource was viewed as the extent to which the resources of the organisation will be used for

the innovation adoption. Hence, this study hypothesises that:

H2: There is significant relationship between financial resources and the adoption of ICT

security culture.
iii.  Organisational competence
Organisational competence is viewed as the extent to which the competency of the organisation

is geared towards the adoption or implementation of any technological innovation. The
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majority of research studies are in agreement that there is a significant relationship between
organisational competence and adoption of innovations (Edgar and Lockwood, 2001; Jabbouri

and Zahari, 2014; Clarke, 2001). Hence, this study hypothesises that:

H3: There is strong relationship between organisational competence and the adoption of ICT

security culture.

iv.  Perceived Benefits

Perceived benefits are viewed as the extent to which the personnel trust that utilizing a specific
technology will improve their job accomplishment LIN and CHIN (2016). According to
Gerrard and Cunningham (2003) perceived benefits or advantages was recognised as an
significant feature impacting the acceptance of internet banking. According to Rogers (1983),
perceived benefits is measured in terms of an innovation’s commercial viability, time serving,
as well as the minimization of discomfort and efforts that will lead to the acceptance of

innovation. Hence, this study hypothesises that:

H4: There is strong relationship between perceived benefits and the adoption of ICT security

culture.

v.  Perceived complexity

Mukhtar and Herzallah (2015), defines perceived complexity as the extent to which
technological modernization can be problematic to comprehend and implement. Based on their
assertions, intricacy of a structure or innovative technology minimizes the adoption rate.
According to Rogers (1995), perceived complexity is viewed as a degree to which the
consumers reflects the innovation to be difficult to use and also measured based on the
innovation’s level of complexity as experienced by potential adopters. So, this study

hypothesis that:
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H5: There is no significant relationship between perceived complexity and the adoption of

ICT security culture.
vi.  Government regulations

According to (Zhu et al., 2006a, Liu, 2008, Lin and Lin, 2008, Li, 2008) government
regulations and support have a significant influence on innovation adoption. Government
regulations is viewed as the extent to which government support innovation is adopted through
the implementation and enforcement of laws and/or regulations Zhu et al., (2006a). Hence, this

study hypothesises that:

H6: There is a strong relationship between government regulation and the adoption of ICT

security culture.
vii.  Intention to adopt ICT security culture

The behavioural intention to use signifies a person’s eagerness to perform or not to perform an
explicit future behaviour Alsamydai (2014). Siringoringo and Guritno (2013) stated that,
behavioural intention to use or adopt a specific innovation is motivated by the attitude towards

using it.

3.11 Data Validity and Reliability

According to Thornhill and Saunders (2003), to ensure that you reduce the probability of
getting incorrect answers, a special consideration need to be given to both data validity and
reliability. To determine the usefulness and quality of collected data of the current research

study, reliability and validity measures were employed.
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3.11.1Validity
Validity is the instrument that measure the accuracy of what is intended to be measured. The
significance of data validation is to ensure that the survey questionnaire is completed, and

consistency is maintained towards the key construct of the proposed model.

According to Creswell (2008), the perfect state of a research study occurs if scores are both
consistent and valid. Creswell maintains that scores must be both constant and steady (reliable)
prior to being expressive (valid). Again, according to Creswell (2008), a research is viewed as
effective if scores are eloquent and logical. Creswell maintains that scores will only be valid if
the researcher is capable of drawing conclusions from the study samples. The validation
technique to be used is construct validity. Construct validity was chosen because it assesses
validation using statistical methods or procedures. Construct validity was utilised to ascertain
if the scores from the research instrument are significant and also if they can be utilized to
make sense of a sample from the community of interest. For the construct validity to meets its
objective it had to adhere to the conditions of convergent and discriminant validity. Two
subsets of the construct validity (convergent validity and discriminant validity) were employed
to measure if the model concept that should be associated are in fact associated and to measure
if concepts that are not supposed to be related are indeed unrelated. According to previous
research papers the construct validity was used to test or experiment if the instrument does

indeed measures what it is supposed to.

According to Babin et al., (2006) convergent validity linked to the process whereby the
measured variables within an explicit concept share a major percentage of modification that
are in common. According to Larcker and Fornell (1981) convergent validity is acceptable if

it meets the following criteria:

¢ Allindicators loading ought to be significant with levels above 0.5.
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e Construct composite reliability should be above 0.6.
e Lastly, the average variance extracted based on individual concepts must be above the
variance due to the error measurement for the construct. Example is that, Average

Variance Extracted (AVE) should be higher than 0.5

According to Teddlie and Tashakkori (1998), the discriminant validity measurement could be
tested utilizing Larcker and Fornell (1981) criteria, in which the square root of AVE for the
individual concept is thought to be above the square association amongst any concepts within
the aspect association matrix. Within this research study, the design of the questionnaire was
revised from the questionnaires used by other researchers, as found in the literature review.

Thus, the validity of the questionnaire had already established.

3.11.2 Reliability

Reliability pertaining the questionnaire is based on the user’s viewpoint to adopt ICT security
culture and was conducted using the Cronbach’s a as proposed by Cronbach in 1951. Within
social science studies, the Cronbach’s a efficient is frequently utilised to measure the reliability
of questionnaires. According to Harfoushi et al., (2016), reliability is based on meticulousness

and is mainly utilised in verifying the uniformity as well as the steadiness of the questionnaire.

3.12 Chapter Summary

Within this chapter, the conceptual research model was adopted based on literature regarding
the technological adoption models. All the constructs or variables used were adopted from the
related technological adoption frameworks. Subsequent to that, different hypotheses where
developed based on the proposed model that was assessed in the subsequent section. Chapter
3 outlined the study approach and explained the method to realize the study purposes. The
process of study approach is significant as it assists the researcher to categorize the appropriate

methods to apply his/her research based on study design, sample population, questionnaire
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design and other associated analysis required. The following chapter dwells more on data

analysis and results.
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CHAPTER FOUR
4 DATA RESULTS ANALYSIS AND FINDINGS

4.1 Introduction

Chapter four highlighted results analysis and findings consolidated based on the survey
questionnaire in relation to the research questions that were presented in chapter one. Survey
questionnaires were used for data collection, subsequent to that Statistical Package for the
Social Science (SPSS) version 25 was utilised for quantitative breakdown. The survey structure
was in two sections. Firstly, the initial portion, Section A, included the demographic
information that entails respondents ages, positions, qualification and experience status. The
participant’s demographic information was not utilised towards the research questions but to

highlight the response rate of the participants and their inclusivity in their area of profession.

Section B was used for research purposes and to ensure that the research question was
answered, and the objectives met. The research question was based on determining factors
affecting the adoption of ICT security culture in SMMESs in the Gauteng province in South
Africa. The 5-point Likert scale was used for the participants to choose the correct statement
ranging from 1 (strongly disagree) to 5 (strongly agree) in relation to the problems highlighted
in the first chapter of this study. Two objectives were used to ensure that the collection of data
is aligned and the data analysis is discussed in the next subsections of this document. The key
objectives of the research study were to determine the factors or determinants that influence
the adoption of ICT security culture in SMMEs and to propose a theoretical model for the

adoption of an ICT security culture that will assist in minimizing the human error in SMMEs.

Section 4.2 defines the background information that highlights the rate of responses coupled

with the demographical data pertaining to the participants.
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4.2 Response Rate

A total number of 665 responses were received of which 18 were non-usable or incomplete and
subsequent to that, 647 feedbacks was used for data analysis. The response rate of the research
was 83%. The responses were as a result of the estimated 800 feedbacks from participants. A
sample size of 647 individuals from different SMMEs in the Gauteng province was used to
assess the factors that have constructively impacted on the adoption of ICT security culture.
Though the sample does not represent all the SMMEs in the area the size was enough to get a
sense of what the population of interest’s views were. According to Tsuya et al., (2015), the
response rates are significant if the determination of the study is to make generalizations about
the lager population of interest. Manfreda et al., (2016) asserts that, if the response rate is below
30 percent of the expected response then the validity, methods used and results will be
questionable. In this research study, the percentage of 83% was above the proposed threshold.
The sample size of 647 participants made it manageable with regards to time and resource

constraints and it also provided critical analysis of the contents under study.

4.3 Reliability Test Results

To determine the internal consistency of multiple variables, the Cronbach’s Alpha was utilized
to assess construct reliabilities. Cronbach’s alpha is frequently utilized by researchers to assess
the internal consistency or reliability of a survey when it consists of multiple Likert-type
questions. Reliability tests ranges in value from 0 to 1; the closer the value towards 1.0 better
the results. Any values that is below baseline of 0.7 towards 0 are regarded as poor (Bougie,
2016). Any numbers above 0.7 means the results are acceptable, and numbers close to 0.8 are
good while any number above 0.9 results are excellent and shows a high level of internal
reliability. As shown in table 4-1 below all study constructs are above the acceptable reliability

levels.
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Table 4-1: Reliability levels for research constructs

Construct No. of | Cronbach reliability level
items
Management support 4 0.757
Percerved Benefits 4 0.772
Intention to adopt ICT security culture 4 0898
Percerved Complexity 4 0.887
Organisational Competency 3 0.757
Financial Resources 4 0.729
Government Eegulations 3 0.787

In addition to the outline reliability results in Table 4-1 above, Figure 4-1, 4-2, 4-3, 4-4, 4-5
and 4-6 below displays the outcomes of multiple internal uniformity tests of variables in scales,
where the reliability analysis was found to be both acceptable and good as their Cronbach’s

alpha results were above 0.7.

4.3.1 Perceived Complexity Cronbach’s Alpha Reliability Test

Reliability results pertaining perceived complexity show the value in the range of 0.8 (good),
and can be seen in Figure 4-1 below. The results show the internal consistency of perceived
complexity as reliable with a value of 0.887. Perceived complexity used 4 items or construct

to measure the Cronbach’s Alpha reliability as shown in table 4-1.
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Figure 4-1 : Perceived Complexity Cronbach’s Alpha Reliability Test

4.3.2 Perceived Benefits Cronbach’s Alpha Reliability Test

Reliability results pertaining perceived benefits shows the value in the range of 0.7 which falls
under the acceptable category as per Figure 4-2 below. The results show the internal
consistency of perceived benefits as reliable with a value of 0.772. Perceived benefits used 4

items or construct to measure the Cronbach’s Alpha reliability as shown in table 4-1.
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Figure 4-2 : Perceived Benefits Cronbach’s Alpha Reliability Test

84|Page



4.3.3 Management Support Cronbach’s Alpha Reliability Test

Reliability results pertaining management support shows the value in the range of 0.7 which
falls under the acceptable category as per Figure 4-3 below. The results show the internal
consistency of management support as reliable with a value of 0.757. Management support

used 4 items or construct to measure the Cronbach’s Alpha reliability as shown in table 4-1.
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Figure 4-3 : Management Support Cronbach’s Alpha Reliability Test

4.3.4 Government Regulations Cronbach’s Alpha Reliability Test

Reliability test pertaining government regulations shows the value in the range of 0.7 which
falls under the acceptable category as per Figure 4-4 below. The results show the internal
consistency of government regulations as reliable with a value of 0.787. Government
regulations used 5 items or construct to measure the Cronbach’s Alpha reliability as shown in

table 4-1.
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Figure 4-4 : Government Regulations Cronbach’s Alpha Reliability Test

4.3.5 Financial Resources Cronbach’s Alpha Reliability Test

Reliability results pertaining financial resources shows the value in the range of 0.7 which falls
under the acceptable category as per Figure 4-5 below. The results show the internal
consistency of financial resources as reliable with a value of 0.729. Financial resources used 4

items or construct to measure the Cronbach’s Alpha reliability as shown in table 4-1.
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Figure 4-5 : Financial Resources Cronbach’s Alpha Reliability Test
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4.3.6 Organizational Competence Cronbach’s Alpha Reliability Test

Reliability test results of organizational competence shows the value in the range of 0.7 which
falls under the acceptable category as per Figure 4-6 below. The results show the internal
consistency of organizational competence as reliable with a value of 0.757. Organizational

competence used 3 items or construct to measure the Cronbach’s Alpha reliability as shown in

table 4-1.
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Figure 4-6 : Organizational Competence Cronbach’s Alpha Reliability Test

4.3.7 Intention to Adopt

Intention to adopt ICT security culture used 4 items or construct to measure the Cronbach’s
Alpha reliability as shown in table 4-1. Reliability test results of intention to adopt ICT security
culture shows the value in the range of 0.8 which falls under the good category as per Figure
4-7 below. The results show the internal consistency of intention to adopt ICT security culture

as reliable with a value of 0.898.
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Figure 4-7 : Intention to adopt ICT Security Culture Cronbach’s Reliability Test

Summary of Cronbach’s reliability

All constructs in this research study are above the set threshold of Cronbach’s reliability of
0.7 as asserted by Bougie (2016). Based on the assessment output the reliability of the

constructs is acceptable.

4.4 Validity Test Results

To test the validity of each construct, factor analysis was utilised through the principal analysis
(PCA) to determine the fundamental variable of the research study. PCA was chosen because
it allows for an assessment to both the convergent and discriminant validity. Before conducting
the factor analysis, a Kaiser-Meyer-Olkin test of sampling adequacy and a Bartlett test was
assessed to make sure that the sample size is acceptable to support factor analysis as a result of
the number of variables. As depicted in Table 4-2 below, the chi-square is at 15834.834 with
412 degrees of freedom that is significant at 0.000 level of significance coupled with a Kaiser-
Meyer-Olkin of 0.769 that justifies the factor analysis in this research as it is above 0.50. Based
on the above breakdown of KMO sampling adequacy and Bartlett’s test, the factor analysis for
adoption of the ICT security culture questionnaire is regarded as a suitable technique for further

data analysis.
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Table 4-2: Kaiser-Meyer-Olkin and Bartlett’s test

Kaiser-Meyer-Olkin and Bartlett’s test Results
KMO measure of sampling adequacy 0.769
Bartlett’s Test of sphencity: Approximately Chi-Square 15834 834
Df 412
- Sig. 0.0p0

Table 4-3 below depict the factor loading of the principal components. In order to interpret the
factor loading, the research followed the recommendation from Anderson et al., (2010).
According to these recommendations, any items are viewed as practically significant if their
load values are more than 0.5. Based on their recommendations, a cut-off value of less than 0.5
was consequently implemented in this research study. According to Palvia and Aladwani
(2002) any value that did not load strongly (any factor less than 0.5) must be eliminated,
therefore this principle was applied in this research paper. According to this research studies

all factors loaded above the recommended threshold and are therefore all accepted.

Table 4-3: Principal Components Analysis (Factor loading)

Variables | Questionnaire Construct GR MS |OC |PC PB FR

ITA

Government Regulations

GR1 Innovation adoption 0.832

GR2 environment (business culture) | 0.834

is conducive

GR3 policies or regulations (Laws) 0.782

GR4 Strong commitment 0.697

GR5 handling of state issues 0.509

Management Support
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MS1 Management is supportive 0.889

MS2 Resources availability 0.816

MS3 Communication capability. 0.788

MS4 Clear vision 0.587
Organisational Competence

OC1 ICT environment 0.941
0cC2 Understanding of business 0.932
OC3 Competent resources 0.844

Perceived Complexity

PC1 Business inconvenience 0.879

PC2 Learning to adapt 0.869

PC3 Become skilful 0.814

PC4 Flexibility of adoption 0.764
Perceived benefits

PB1 Improve service productivity. 0.889
PB2 Minimized issues 0.815
PB3 Become skilful 0.588
PB4 Unnecessary down time 0.789

Financial Resources

FR1 Availability of resources 0.761
FR2 Maximize profit 0.866
FR3 Returns on investment 0.811
FR4 Cost logistics 0.875
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Intention to Adopt

future

ITAL Intent to use measures in the 0.682
future

ITA2 Plan to use measures as soon as 0.802
possible

ITA3 Intent to use measures as soon as 0.770
possible

ITA4 Plan to use measures in the 0.615

Legends: GR = Government Regulation; MS = Management Support; OC =
Organizational Competence; PC = Perceived Complexity; PB = Perceived Benefits;
Financial Resources, ITA = Intention to Adopt.

4.4.1.1 Convergent and Discriminant validity assessment

To ensure that the variables have been correctly measured or validated, the construct validity
was determined. Construct validity is the extent to which an instrument is actually measuring
what it claims to be measuring. Two types of construct validity were used in this research study,
namely convergent and discriminant validity, the purpose of which is outlined in the following

subsection.

Convergent validity denotes the extent to which scores on a particular test correlate with scores
on another test that are intended to measure the same construct. Discriminant validity denotes
the extent to which scores on a particular test don’t correlate or associate with scores from
another test that are not designed to assess the same construct. According to Anderson et al.,
(2010), for the convergent validity to be acceptable, the composite reliability must be greater
than 0.7 and the composite reliability must be greater than the average variance extracted

values. As depicted in Table 4-4 both measurements were met.
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The convergent validity determines the extent to which procedures of construct are correlating
with the average variance extracted (AVE), whereby AVE ought to be greater than 0.5
(Anderson et al., 2010). According to Anderson et al., (2010) the discriminant validity that
denotes the extent to which the construct vary from each other should only be established if all
constructs share variance individual’s items. The above statement can be verified by finding
out whether the square root of the AVE is greater than the correlated construct’s AVE
(Karahanna and Agarwal, 2000). As depicted in Table 4-4 below, all AVE square roots are
much higher than the inter-construct correlation. Therefore, the convergent validity and

discriminant validity has been met.

Table 4-4: Validity Assessment

Convergent Validity Discriminant Validity

CR AVE | GR MS oC PC PB FR ITA

GR .867 597 172

MS 841 579 .028 .761

oC 933 822 025 011 907

PC 901 .694 -004 |-002 |.016 .833

PB 841 579 .007 .019 .000 025 761

FR .898 .688 022 .038 -009 | 015 .003 .829

ITA .807 677 .018 027 .007 0.26 .049 -.003 |.823

Legends: Composite Reliability (CR), Average Variance Extracted (AVE), Government
Regulation (GR), Management Support (MS), Organizational Competence (OC), Perceived
Complexity (PC), Perceived Benefits (PB), Financial Resources (FR), Intention to Adopt (ITA)
The numbers that are diagonal (in bolded shape) are the square root of each average variance
extracted, whereas the non-diagonal numbers are inter-construct correlations. For
discriminant validity to be acceptable the numbers in diagonal as indicated should be greater
than the non-diagonal numbers.
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4.5 Quantitative Analysis

To ensure that the research objectives were met, the results were analysed and presented in

chronological order as per the sample survey questionnaire that are accessible in Appendix B.

4.5.1 Section A: Demographics Information
The demographic details mainly focus on the type of participants who participated in the
research study. Characteristics of demographics used in this research study includes: position

held, age, experience and qualification.
Position held

As shown in Figure 4-8, the majority of participants hold administrative positions. The figure
shows that a total of 48.4% of the 647 participants are in administrative positions, followed by
18.5% in technical positions. 13.3% of participants where engineers, 12.5% in managerial
positions and 7.3% was accountants. The results indicated that if the service organisation is
occupied by a specific dominant group, they will have either a positive or negative influence

on the results.

Demographics Posttion Held

>

m Engineering m Accounting = Management = Technical w» Administrative
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Figure 4-8: Demographical stats for positions

Age

As shown in Figure 4-9 for age statistics, the majority of the respondents have ages between
31 and 35 with 47.0% of the total 647 participants, followed by 19.9 percent of respondents
being less than 25 years old. The age group between 41 and 45 are at 12.8% with age group
between 25 and 30 being at 6.0%, whereas the age group of over 45 year olds being only 4.3%
of the participants. It really demonstrated that the major influencer within the current research

study was the age group between 31 and 35.

Demographics - Age

4.3%

m Morethan 45 n Lessthan 25 Between 26 and 30

between 31 and 35 » Between 36 and 40 » Between 41 and5

Figure 4-9: Demographical stats for Age

Experience

According to the statistics in Figure 4-10, the group with less than 5 years’ experience indicated
a positive intention to adopt with 50%, followed by the participants with 6 to 10 years’

experience with a 41% of intention to adopt. The category for participants with less than 5
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years’ experience comprises of 46.8% of the overall 647 participants. Surprisingly the very
same group with less than 5 years’ experience has a massive 38.8% of the total 647 participants
whom are not in support the adoption of the ICT security culture. The statistics again
demonstrated that majority of a specific dominant group determine whether the results are

positive or negative.

Demographics - Experience

2.5%

mLess than Syears w610 10 Years m11to 15 years = More than 15 years

Figure 4-10: Demographical stats for Experience

Quialifications

According to the statistics in Figure 4-11, 41% of the participants in the graduate category
indicated positive intention to adopt the ICT security culture followed by 39.9% participants
in the diploma category with positive intention to adopt. Out of a total number of 647
participants 39.9% falls into the diploma category while 37.4% are graduates. The statistics
indicated the impact of qualification in terms of the intention to adopt the ICT security culture

in SMMEs.
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Demographics - Qualifications
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Figure 4-11: Demographical stats for qualifications

4.5.2 Section B: User’s Perception on The Adoption of ICT Security
Culture in SMMEs

The statements used in section B of the questionnaire of this research study (refers Appendix
B) seeks to provide input to the research purposes that was outlined in chapter one. The
quantitative analysis below used the frequency and percentage tables to highlight the viewpoint
of respondents and their interpretations. The reliability and validity of the items in section B

were checked in subsections 4.3 and 4.4 respectively.

a) TECHNOLOGICAL CONTEXT
Q) Perceived benefits towards the adoption of the ICT security culture

(a) Adoption of ICT security culture will improve service productivity

As shown in Table 4-5 below, 37 (5.7%) of the participants strongly disagree that adoption of
ICT security culture will improve service productivity. Whereas 67 (10.4%) of the respondents
disagree that adoption of ICT security culture will improve service productivity. In the same

context, 159 (24.6%) of participants neither agree nor disagree that adoption of ICT security
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culture will improve service productivity and 278 (42.9) of the participants agree that adoption
of ICT security culture will improve service productivity. While 106 (16.4%) of the
respondents strongly agree that adoption of ICT security culture will improve service

productivity

Table 4-5: Adoption of ICT security culture will improve service productivity

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 37 57 5.7 5.7
Disagree 67 104 104 16.1
Neither 159 24.6 24.6 40.7
Agree 278 42.9 42.9 83.6
Strongly Agree 106 16.4 16.4 100.0
Total 647 100.0 100.0

(b) Adoption of information security culture will be minimizing human error

As shown in Table 4-6 below, 19 (3.0%) of the participants strongly disagree that adoption of
information security culture will minimize human error. Whereas 106 (16.4%) of the
respondents disagree that adoption of information security culture will minimize human error.
In the same context of intention, 127 (19.6%) of participants neither agree nor disagree that
adoption of information security culture will minimize human error and 303 (46.8%) of the
participants agree that adoption of information security culture will minimize human error. 92
(14.2%) of the respondents strongly agree that adoption of information security culture will

minimize human error.

Table 4-6: Adoption of information security culture will be minimizing human error

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 19 3.0 3.0 3.0
Disagree 106 16.4 16.4 19.4
Neither 127 19.6 19.6 39.0
Agree 303 46.8 46.8 85.8
Strongly Agree 92 14.2 14.2 100.0

97|Page



Total 647 100.0 100.0

(c) It would be easy for me to become skilful to protect information and data assets

As shown in Table 4-7 below, 8 (1.2%) of the participants strongly disagree that it would be
easy for them to become skilful to protect information and data assets, whereas 61 (9.4%) of
the respondents disagree that it would be easy for them to become skilful to protect information
and data assets. In the same context of intention, 187 (29.0%) of participants neither agree nor
disagree that it would be easy for them to become skilful to protect information and data assets
and 295 (45.6%) of the participants agree that it would be easy for them to become skilful to
protect information and data assets. 96 (14.8%) of the respondents strongly agree that it would

be easy for them to become skilful to protect information and data assets.

Table 4-7: 1t would be easy for me to become skilful to protect information and data assets

Frequency Percent Valid Percent

Valid Strongly Disagree 8 1.2 1.2 1.2
Disagree 61 9.4 9.4 10.6
Neither 187 29.0 29.0 39.6
Agree 295 45.6 45.6 85.2
Strongly Agree 96 14.8 14.8 100.0
Total 647 100.0 100.0

(d) My interaction with ICT security culture process will minimize data breaches

As shown in Table 4-8 below, 30 (4.6%) of the participants strongly disagree that their
interaction with ICT security culture process will minimize data breaches. Whereas 36 (5.6%)
of the respondents disagree that their interaction with ICT security culture process will
minimize data breaches. In the same context of intention, 177 (27.4%) of participants neither
agree nor disagree that their interaction with ICT security culture process will minimize data

breaches and 308 (47.6) of the participants agree that their interaction with ICT security culture
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process will minimize data breaches. 96 (14.8%) of the respondents strongly agree that their

interaction with ICT security culture process will minimize data breaches

Table 4-8: My interaction with ICT security culture process will minimize data breaches

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 30 4.6 4.6 4.6
Disagree 36 5.6 5.6 10.2
Neither 177 27.4 27.4 37.6
Agree 308 47.6 47.6 85.2
Strongly Agree 96 14.8 14.8 100.0
Total 647 100.0 100.0

(i) Perceived complexity towards the adoption of the ICT security culture
(a) The adoption of the ICT security culture will not inconvenience the way we are doing

business.

As shown in Table 4-9 below, 55 (8.5%) of the participants strongly disagree that adoption of
the ICT security culture will not inconvenience the way they are doing business. Whereas 98
(15.0%) of the respondents disagree that adoption of the ICT security culture will not
inconvenience the way they are doing business. In the same context of intention, 288 (44.5%)
of participants neither agree nor disagree that adoption of the ICT security culture will not
inconvenience the way they are doing business and 169 (26.0%) of the participants agree that
adoption of the ICT security culture will not inconvenience the way they are doing business.
37 (6.0%) of the respondents strongly agree that adoption of the ICT security culture will not

inconvenience the way they are doing business.

Table 4-9: The adoption of the ICT security culture will not inconvenience the way we are
doing business.

Frequency Percent Valid Percent Cumulative Percent
Valid Strongly Disagree 55 8.5 8.5 8.5
Disagree 98 15.0 15.0 235
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Neither 288 44.5 44.5 68.0

Agree 169 26.0 26.0 94.0
Strongly Agree 37 6.0 6.0 100.0
Total 647 100.0 100.0

(b) Learning to adapt the adoption of ICT security culture will be easy

As shown in Table 4-10 below, 39 (6.0%) of the participants strongly disagree that learning to
adapt the adoption of ICT security culture will be easy, whereas 97 (15.0%) of the respondents
disagree that learning to adapt the adoption of ICT security culture will be easy. In the same
context of intention, 227 (35.1%) of participants neither agree nor disagree that learning to
adapt the adoption of ICT security culture will be easy and 198 (30.6%) of the participants
agree that learning to adapt the adoption of ICT security culture will be easy. 86 (13.3%) of the
respondents strongly agree that learning to adapt the adoption of ICT security culture will be

easy

Table 4-10: Learning to adapt the adoption of ICT security culture will be easy

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 39 6.0 6.0 6.0
Disagree 97 15.0 15.0 21.0
Neither 227 35.1 35.1 56.1
Agree 198 30.6 30.6 86.7
Strongly Agree 86 13.3 13.3 100.0
Total 647 100.0 100.0

(c) Itis easy for our SMMEs employees to become skilful in using the innovation.

As shown in Table 4-11 below, 21 (3.2%) of the participants strongly disagree that it is easy
for our SMMEs employees to become skilful in using the innovation, whereas 87 (13.4%) of
the respondents disagree that it is easy for our SMMEs employees to become skilful in using

the innovation. In the same context of intention, 260 (40.2%) of participants neither agree nor
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disagree that it is easy for our SMMEs employees to become skilful in using the innovation
and 189 (29.2%) of the participants agree that it is easy for our SMMEs employees to become
skilful in using the innovation. 90 (14.0%) of the respondents strongly agree that it is easy for

our SMMEs employees to become skilful in using the innovation.

Table 4-11: It is easy for our SMMEs employees to become skilful in using the innovation.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 21 3.2 3.2 3.2
Disagree 87 134 134 16.6
Neither 260 40.2 24.7 41.3
Agree 189 29.2 44.7 86.0
Strongly Agree 90 14.0 14.0 100.0
Total 647 100.0 100.0

(d) Interacting or Adoption of ICTs security culture will be flexible.

As shown in Table 4-12 below, 26 (4.0%) of the participants strongly disagree that interacting,
or adoption of ICTs security culture will be flexible, whereas 93 (14.4%) of the respondents
disagree that interacting, or adoption of ICTs security culture will be flexible. In the same
context of intention, 277 (42.8%) of participants neither agree nor disagree that interacting, or
adoption of ICTs security culture will be flexible and 196 (30.3%) of the participants agree that
interacting or adoption of ICTs security culture will be flexible. 55 (8.5%) of the respondents

strongly agree that interacting or adoption of ICTs security culture will be flexible.

Table 4-12: Interacting or Adoption of ICTs security culture will be flexible.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 26 4.0 4.0 4.0
Disagree 93 14.4 14.4 18.4
Neither 277 42.8 42.8 61.2
Agree 196 30.3 30.3 91.5
Strongly Agree 55 8.5 8.5 100.0
Total 647 100.0 100.0
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b) ENVIRONMENTAL CONTEXT
Q) Government regulations towards the adoption of the ICT security culture

(a) Government policies allows the adoption of ICT security culture

As shown in Table 4-13 below, 18 (2.8%) of the participants strongly disagree that government
policies allow the adoption of ICT security culture, whereas 83 (12.8%) of the respondents
disagree that government policies allow the adoption of ICT security culture. In the same
context of intention, 177 (27.4%) of participants neither agree nor disagree that government
policies allow the adoption of ICT security culture and 293 (45.3) of the participants agree that
government policies allow the adoption of ICT security culture. 95 (11.6%) of the respondents

strongly agree that government policies allow the adoption of ICT security culture.

Table 4-13: Government policies allows the adoption of ICT security culture

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 18 2.8 2.8 2.8
Disagree 83 12.8 12.8 15.6
Neither 177 274 274 43.0
Agree 294 454 45.4 88.4
Strongly Agree 75 11.6 11.6 100.0
Total 647 100.0 100.0

(b) We believe that the SMMEs environment (business culture) is conducive enough to

adopt ICT security culture

As shown in Table 4-14 below, 36 (5.6%) of the participants strongly disagree that SMMEs
environment (business culture) is conducive enough to adopt ICT security culture, whereas 88
(13.6%) of the respondents disagree that SMMESs environment (business culture) is conducive
enough to adopt ICT security culture. In the same context of intention, 177 (27.4%) of
participants neither agree nor disagree that SMMEs environment (business culture) is
conducive enough to adopt ICT security culture and 296 (45.7) of the participants agree that

102 |Page



SMMEs environment (business culture) is conducive enough to adopt ICT security culture. 50
(7.7%) of the respondents strongly agree that SMMEs environment (business culture) is

conducive enough to adopt ICT security culture

Table 4-14: We believe that the SMMEs environment (business culture) is conducive enough
to adopt ICT security culture

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 36 5.6 5.6 5.6
Disagree 88 13.6 13.6 19.2
Neither 177 274 274 46.6
Agree 296 45.7 45.7 92.3
Strongly Agree 50 7.7 7.7 100.0
Total 647 100.0 100.0

(c) We believe that government policies or regulations (Laws) will effectively minimize

human error through adoption of ICT security culture

As shown in Table 4-15 below, 36 (5.6%) of the participants strongly disagree that government
policies or regulations (Laws) will effectively minimize human error through adoption of ICT
security culture, whereas 93 (14.4%) of the respondents disagree that government policies or
regulations (Laws) will effectively minimize human error through adoption of ICT security
culture. In the same context of intention, 187 (28.9%) of participants neither agree nor disagree
that government policies or regulations (Laws) will effectively minimize human error through
adoption of ICT security culture and 286 (44.2%) of the participants agree that government
policies or regulations (Laws) will effectively minimize human error through adoption of ICT
security culture. 45 (6.9%) of the respondents strongly agree that government policies or
regulations (Laws) will effectively minimize human error through adoption of ICT security

culture.

Table 4-15: We believe that government policies or regulations (Laws) will effective minimize
human error through adoption of ICT security culture
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Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 36 5.6 5.6 5.6
Disagree 93 14.4 14.4 20.0
Neither 187 28.9 28.9 48.9
Agree 286 44.2 44.2 93.1
Strongly Agree 45 6.9 6.9 100.0
Total 647 100.0 100.0

(d) Proper handling of economic and political instability and human rights issues will

allow the adoption of ICT security culture.

As shown in Table 4-16 below, 46 (7.1%) of the participants strongly disagree that proper
handling of economic and political instability and human rights issues will allow the adoption
of ICT security culture, whereas 78 (12.1%) of the respondents disagree that proper handling
of economic and political instability and human rights issues will allow the adoption of ICT
security culture. In the same context of intention, 183 (28.3%) of participants neither agree nor
disagree that proper handling of economic and political instability and human rights issues will
allow the adoption of ICT security culture and 299 (46.2) of the participants agree that proper
handling of economic and political instability and human rights issues will allow the adoption
of ICT security culture. 41 (6.3%) of the respondents strongly agree that proper handling of
economic and political instability and human rights issues will allow the adoption of ICT

security culture.

Table 4-16: Proper handling of economic, political instability and human rights issues will
allow the adoption of ICT security culture.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 46 7.1 7.1 7.1
Disagree 78 12.1 12.1 19.2
Neither 183 28.3 28.3 47.5
Agree 299 46.2 46.2 93.7
Strongly Agree 41 6.3 6.3 100.0
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Total 647

100.0

100.0

(e) We believe that government will demonstrate strong commitment to promote ICT

security culture

As shown in Table 4-17 below, 48 (7.4%) of the participants strongly disagree that government

will demonstrate strong commitment to promote ICT security culture, whereas 73 (11.3%) of

the respondents disagree that government will demonstrate strong commitment to promote ICT

security culture. In the same context of intention, 184 (28.4%) of participants neither agree nor

disagree that government will demonstrate strong commitment to promote ICT security culture

and 307 (47.3) of the participants agree that government will demonstrate strong commitment

to promote ICT security culture. 35 (5.5%) of the respondents strongly agree that government

will demonstrate strong commitment to promote ICT security culture

Table 4-17: We believe that government will demonstrate strong commitment to promote ICT

security culture

Frequency Percent

Valid Percent Cumulative Percent

Valid Strongly Disagree 48
Disagree 73
Neither 184
Agree 307
Strongly Agree 35
Total 647

7.4
11.3
28.4
47.4

5.5

100.0

7.4 7.4

11.3 18.7
28.4 47.1
47.4 94.5
5.5 100.0
100.0

c) ORGANISATIONAL CONTEXT

Q) Management support towards the adoption of the ICT security culture

(a) Management encourages employees to be ICT security champions.

As depicted in Table 4-18 below, 22 (3.4%) of the participants strongly disagree that

management encourages employees to be ICT security champions, whereas 77 (12.0%) of the
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respondents disagree that management encourages employees to be ICT security champions.
In the same context of intention, 179 (27.6%) of participants neither disagree nor agree that
management encourages employees to be ICT security champions and 271 (42.0%) of the
participants agree that management encourages employees to be ICT security champions. 98
(15.0%) of the respondents strongly agree that Management encourages employees to be ICT

security champions.

Table 4-18: Management encourages employees to be ICT security champions

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 22 3.4 3.4 3.4
Disagree 77 12.0 12.0 15.4
Neither 179 27.6 27.6 43.0
Agree 271 42.0 42.0 85.0
Strongly Agree 98 15.0 15.0 100.0
647 100 100

(b) Management will make resources available for the adoption of the ICT security culture

As shown in Table 4-19 below, 26 (4.0%) of the participants strongly disagree that
management will make resources available for the adoption of the ICT security culture,
whereas 65 (10.0%) of the respondents disagree that management will make resources
available for the adoption of the ICT security culture. In the same context of intention, 174
(27.0%) of participants neither agree nor disagree that management will make resources
available for the adoption of the ICT security culture and 286 (44.2%) of the participants agree
that management will make resources available for the adoption of the ICT security culture. 96
(14.8%) of the respondents strongly agree that management will make resources available for

the adoption of the ICT security culture.

Table 4-19: Management will make resources available for the adoption of the ICT security
culture
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Cumulative

Frequency Percent Valid Percent Percent

Valid Strongly Disagree 26 4.0 4.0 4.0
Disagree 65 10.0 10.0 14.0
Neither 174 27.0 27.0 41.0
Agree 286 44.2 44.2 85.2
Strongly Agree 96 14.8 14.8 100.0
647 100 100

(c) Adoption of any innovation activities are widely communicated and understood

throughout the organisation.

As shown in Table 4-20 below, 42 (6.5%) of the participants strongly disagree that adoption of
any innovation activities is widely communicated and understood throughout the organisation,
whereas 95 (15.0%) of the respondents disagree that adoption of any innovation activities are
widely communicated and understood throughout the organisation. In the same context of
intention, 127 (19.5%) of participants neither agree nor disagree that adoption of any
innovation activities is widely communicated and understood throughout the organisation and
298 (46.0%) of the participants agree adoption of any innovation activities are widely
communicated and understood throughout the organisation. 85 (13.0%) of the respondents
strongly agree that Adoption of any innovation activities are widely communicated and

understood throughout the organisation.

Table 4-20: Adoption of any innovation activities are widely communicated and understood
throughout the organisation.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 42 6.5 6.5 6.5
Disagree 95 15.0 15.0 215
Neither 127 19.5 19.5 41.0
Agree 298 46.0 46.0 87.0
Strongly Agree 85 13.0 13.0 100.0
647 100 100
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(d) We believe that the SMMEs demonstrate strong commitment to promote information

security culture.

As shown in Table 4-21 below, 34 (5.3%) of the participants strongly disagree that SMMEs
demonstrate strong commitment to promote information security culture, whereas 109 (16.8%)
of the respondents disagree that SMMEs demonstrate strong commitment to promote
information security culture. In the same context of intention, 117 (18.1%) of participants
neither agree nor disagree that SMMEs demonstrate strong commitment to promote
information security culture and 306 (47.3) of the participants agree that SMMEs demonstrate
strong commitment to promote information security culture. 81 (12.5%) of the respondents
strongly agree that SMMEs demonstrate strong commitment to promote information security

culture.

Table 4-21: We believe that the SMMEs demonstrate strong commitment to promote
information security culture.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 34 5.3 5.3 5.3
Disagree 109 16.8 16.8 21.0
Neither 117 18.1 18.1 40.2
Agree 306 47.3 47.3 87.5
Strongly Agree 81 12.5 12.5 100.0
647 100 100

(i)  Organizational competence towards the adoption of the ICT security culture
(a) We have a good understanding of the challenges of adopting ICT security culture in

our business

As shown in Table 4-22 below, 19 (3.0%) of the participants strongly disagree that they have
a good thoughtful of the issues of adopting ICT safekeeping culture in their business, whereas

153 (23.6%) of the respondents disagree that they have a good thoughtful of the problems of
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adopting ICT safekeeping culture in their business. In the same context of intention, 207
(32.0%) of participants neither agree nor disagree that they have a good comprehension of the
problems of adopting ICT safekeeping culture in our business and 186 (28.7%) of the
participants agree that they have a good comprehension of the problems of adopting ICT
safekeeping culture in our business. 82 (12.7%) of the respondents strongly agree that they
have a good comprehension of the problems of adopting ICT safekeeping culture in our

business

Table 4-22: We have a good understanding of the challenges of adopting ICT security culture
in our business.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 19 3.0 3.0 3.0
Disagree 153 23.6 23.6 26.6
Neither 207 32.0 32.0 58.6
Agree 186 28.7 28.7 87.3
Strongly Agree 82 12.7 12.7 100.0
Total 647 100.0 100.0

(b) Our organisation has a good understanding of adoption models that are applicable to

our business.

As shown in Table 4-23 below, 36 (5.6%) of the participants strongly disagree that their
organisation has a respectable comprehension of adoption frameworks that are applicable to
their business, whereas 93 (14.4%) of the respondents disagree that their organisation has a
good understanding of adoption frameworks that are applicable to their business. In the same
context of intention, 234 (36.2%) of participants neither agree nor disagree that their
organisation has a great comprehension of adoption frameworks that are applicable to their
business and 188 (29.0%) of the participants agree that their organisation has a great

comprehension of adoption frameworks that are applicable to their business. 96 (14.8%) of the
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respondents strongly agree that their organisation has a great comprehension of adoption

frameworks that are applicable to our business.

Table 4-23: Our organisation has a good understanding of adoption models that are applicable
to our business.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 36 5.6 5.6 5.6
Disagree 93 14.4 14.4 20.0
Neither 234 36.2 36.2 56.2
Agree 188 29.0 29.0 85.2
Strongly Agree 96 14.8 14.8 100.0
Total 647 100.0 100.0

(c) The organisation has capable individuals to implement ICT security culture

requirements.

As shown in Table 4-24 below, 33 (5.1%) of the participants strongly disagree that their
organisation has capable individuals to implement ICT security culture requirements, whereas
160 (24.7%) of the respondents disagree that organisation has capable individuals to implement
ICT security culture requirements. In the same context of intention, 137 (21.2%) of participants
neither agree not disagree that their organisation has capable individuals to implement ICT
security culture requirements and 270 (41.7%) of the participants agree that their organisation
has capable individuals to implement ICT security culture requirements. 47 (7.3%) of the
respondents strongly agree that their organisation has capable individuals to implement ICT

security culture requirements.

Table 4-24: The organisation has capable individuals to implement ICT security culture
requirements.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 33 5.1 5.1 5.1
Disagree 160 24.7 24.7 29.8
Neither 137 21.2 21.2 51.0
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Agree 270 41.7 41.7 92.7
Strongly Agree 47 7.3 7.3 100.0
Total 647 100.0 100.0

(i) Financial resources towards the adoption of the ICT security culture
(a) The adoption of ICT security culture will be costly to implement (i.e. initial

investments or availability of resources).

As shown in Table 4-25 below, 38 (5.9%) of the participants strongly disagree that the adoption
of ICT security culture will be costly to implement (i.e. initial investments or availability of
resources). Whereas 93 (14.4%) of the respondents disagree that the adoption of ICT security
culture will be costly to implement (i.e. initial investments or availability of resources). In the
same context of intention, 174 (26.9%) of participants neither agree nor disagree that the
adoption of ICT security culture will be costly to implement (i.e. initial investments or
availability of resources) and 297 (45.9%) of the participants agree that the adoption of ICT
security culture will be costly to implement (i.e. initial investments or availability of resources).
45 (6.9%) of the respondents strongly agree that the adoption of ICT security culture will be

costly to implement (i.e. initial investments or availability of resources).

Table 4-25: The adoption of ICT security culture will be costly to implement. (i.e. initial
investments or availability of resources)

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 38 5.9 5.9 5.9
Disagree 93 14.4 14.4 20.3
Neither 174 26.9 26.9 47.2
Agree 297 45.9 45.9 93.1
Strongly Agree 45 6.9 6.9 100.0
Total 647 100.0 100.0
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(b) The service organisation will maximize profit through the adoption of ICT security

culture

As shown in Table 4-26 below, 31 (4.8%) of the participants strongly disagree that the service
organisation will maximize profit through the adoption of ICT security culture, whereas 153
(23.6%) of the respondents disagree that the service organisation will maximize profit through
the acceptance of ICT security culture. Within the same context of intention, 237 (36.6%) of
participants neither agree nor disagree that the service organisation will maximize profit
through the adoption of ICT security culture and 186 (29.0%) of the participants agree that the
service organisation will maximize profit through the adoption of ICT security culture. 40
(6.0%) of the respondents strongly agree that the service organisation will maximize profit

through the adoption of ICT security culture.

Table 4-26: The service organisation will maximize profit through the adoption of ICT security
culture

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 31 4.8 4.8 4.8
Disagree 153 23.6 23.6 284
Neither 237 36.6 36.6 65.0
Agree 186 29.0 29.0 94.0
Strongly Agree 40 6.0 6.0 100.0
Total 647 100.0 100.0

(c) The adoption of ICT security culture will signify an investment with valuable returns.

As shown in Table 4-27 below, 26 (4.0%) of the participants strongly disagree that the adoption
of ICT security culture will signify an investment with valuable returns, whereas 193 (29.8%)
of the respondents disagree that the adoption of ICT security culture will signify an investment
with valuable returns. In the same context of intention, 177 (27.4%) of participants neither

agree nor disagree that the adoption of ICT security culture will signify an investment with
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valuable returns and 194 (30.0%) of the participants agree that the adoption of ICT security
culture will signify an investment with valuable returns. 57 (8.8%) of the respondents strongly

agree that the adoption of ICT security culture will signify an investment with valuable returns.

Table 4-27: The adoption of ICT security culture will signify an investment with valuable
returns.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 26 4.0 4.0 4.0
Disagree 193 29.8 29.8 33.8
Neither 177 274 274 61.2
Agree 194 30.0 30.0 91.2
Strongly Agree 57 8.8 8.8 100.0
Total 647 100.0 100.0

(d) The cost of logistics to support the adoption of the ICT security culture will be high.

(i.e. Cost to train employees).

As shown in Table 4-28 below, 46 (7.1%) of the participants strongly disagree that the cost of
logistics to support the adoption of the ICT security culture will be high, whereas 143 (22.1%)
of the respondents disagree that the cost logistics to support the adoption of the ICT security
culture will be high. In the same context of intention, 179 (27.7%) of participants neither agree
nor disagree that the cost logistics to support the adoption of the ICT security culture will be
high and 239 (36.9%) of the participants agree that the cost logistics to support the adoption of
the ICT security culture will be high. 40 (6.2%) of the respondents strongly agree that the cost

logistics to support the adoption of the ICT security culture will be high.

Table 4-28: The cost logistics to support the adoption of the ICT security culture will be high.
(i.e. Cost to train employees)

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 46 7.1 7.1 47.1
Disagree 143 22.1 221 29.2
Neither 179 27.7 27.7 56.9
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Agree 239 36.9 36.9 93.8
Strongly Agree 40 6.2 6.2 100.0
Total 647 100.0 100.0

d) INTENTION TO ADOPT

Q) Intention to adopt ICT security culture

(Venkatesh, 2003) proposed that the behavioural intent to adopt or use a specific technology
or innovation has substantial impact on usage behaviour. At the current moment, SMMEs, is
adopting ICT security culture at a snail’s pace. Thus, it is impossible to measure the actual
usage of the ICT security culture. The current study measures the behavioural intention to adopt

the ICT security culture and not the actual usage thereof.

(@) I'intent to learn and use all measures of ICT security culture to protect information

and data assets in the future.

As shown in Table 4-29 below, 26 (4.0%) of the participants strongly disagree that they intent
to learn and use all measures of ICT security culture to protect information and data assets in
the future, whereas 83 (12.8%) of the respondents disagree that they intent to learn and use all
measures of ICT security culture to protect information and data assets in the future. In the
same context of intention, 148 (22.9%) of participants are unsure whether they would learn and
use the process or not. 293 (45.3%) of the participants agree that they intent to learn and use
all measures of ICT security culture to protect information and data assets in the future, while
97 (15.0%) of the respondents strongly agree that they intent to learn and use all measures of

ICT security culture to protect information and data assets in the future.

Table 4-29: I intent to learn and use all measures of ICT security culture to protect information
and data assets in the future.

Frequency Percent Valid Percent Cumulative Percent
Valid Strongly Disagree 26 4.0 4.0 4.0
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Disagree 83
Neither 148
Agree 293
Strongly Agree 97
Total 647

12.8
22.9
45.3
15.0
100.0

12.8
22.9
45.3
15.0
100.0

16.8
39.7
85.0
100.0

(b) I'intent to learn and use all measures of ICT security culture to protect information

and data assets as soon as possible.

As shown in Table 4-30 below, 29 (4.5%) of the participants strongly disagree that they

intent to learn and use all measures of ICT security culture to protect information and data

assets as soon as possible, whereas 80 (12.4%) of the respondents disagree that they intent

to learn and use all measures of ICT security culture to protect information and data assets

as soon as possible. In the same context of intention, 155 (23.9%) of participants are unsure

whether they will learn and use the process or not and 283 (43.7) of the participants agree

that they intent to learn and use all measures of ICT security culture to protect information

and data assets as soon as possible. 100 (15.5%) of the respondents strongly agree that they

intent to learn and use all measures of ICT security culture to protect information and data

assets as soon as possible.

Table 4-30: I intent to learn and use all measures of ICT security culture to protect information

and data assets as soon as possible.

Frequency Percent

Valid Percent

Cumulative Percent

Valid Strongly Disagree 29
Disagree 80
Neither 155
Agree 283
Strongly Agree 100
Total 647

4.5
12.4
23.9
43.7
155

100.0

4.5
12.4
23.9
43.7
155

100.0

4.5
16.9
40.8
84.5

100.0
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(c) I plan to learn and use all measures of ICT security culture to protect information and

data assets in the future.

As shown in Table 4-31 below, 32 (5.0%) of the participants strongly disagree that they plan
to learn and use all measures of ICT security culture to protect information and data assets in
the future, whereas 80 (12.4%) of the respondents disagree that they plan to learn and use all
measures of ICT security culture to protect information and data assets in the future. In the
same context of intention, 151 (23.3%) of participants are unsure to whether they would learn
and use the process or not and 290 (44.8) of the participants agree that they plan to learn and
use all measures of ICT security culture to protect information and data assets in the future. 94
(14.5%) of the respondents strongly agree that they plan to learn and use all measures of ICT

security culture to protect information and data assets in the future.

Table 4-31: | plan to learn and use all measures of ICT security culture to protect information
and data assets in the future.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 32 5.0 5.0 5.0
Disagree 80 12.4 12.4 17.4
Neither 151 23.3 23.3 40.7
Agree 290 44.8 44.8 85.5
Strongly Agree 94 14.5 14.5 100.0
Total 647 100.0 100.0

(d) I'intent to use all measures towards linking to the ICT security culture to protect

information and data assets as soon as possible.

As shown in Table 4-32 below, 19 (3.0%) of the participants strongly disagree that they intent
to learn and use all measures of ICT security culture to protect information and data asset as
soon as possible, whereas 87 (13.4%) of the respondents disagree that they intent to learn and

use all measures of ICT security culture to protect information and data assets as soon as
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possible. In the same context of intention, 160 (24.7%) of participants are unsure to they would
learn and use the process or not and 289 (44.7) of the participants agree that they intent to learn
and use all measures of ICT security culture to protect information and data assets as soon as
possible. 92 (14.2%) of the respondents strongly agree that they intent to learn and use all

measures of ICT security culture to protect information and data assets as soon as possible.

Table 4-32: | intent to use all measures towards linking to ICT security culture to protect
information and data assets as soon as possible.

Frequency Percent Valid Percent Cumulative Percent

Valid Strongly Disagree 19 3.0 3.0 3.0
Disagree 87 13.4 134 16.4
Neither 160 24.7 24.7 41.1
Agree 289 44.7 44.7 85.8
Strongly Agree 92 14.2 14.2 100.0
Total 647 100.0 100.0

4.6 Relationships Between ICT Security Culture Variables and Intention
to Adopt ICT Security Culture Variable

One of the purposes of this study was to evaluate or measure the proposed theoretical
framework and determine if there was any association/relationship amongst the aspects to
adopt ICT security culture and the intention to adopt factor; to achieve that the Pearson
correlation coefficient was used. Based on the findings as per Table 4-33 below, there was a
positive correlation coefficient between all independent and dependent variables for the
adoption of ICT security culture in SMMEs in the Gauteng province South Africa. As shown
in Table 4-33 below, the correlation coefficients (r) of this study ranges from r = 0.504 to r =

0.834.

Table 4-33: Correlation Coefficient

MS PB FR oC GR PC ITA
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Management |1

Support

Perceived 785** |1

Benefits N = 647

Financial 585** | .604** |1

Resources N =647 | N =647

Organisational | .766** | .649** | .755** |1

Competence N =647 | N=647 | N=0647

Government | .648** | .656** | .667** | .735** |1

Regulations N=647 | N=647 | N=647 | N =647

Perceived 667** J42%* .195** .834** 703** 1
Complexity N=647 | N=647 | N=647 | N=647 | N =647

Intention  to | .568** | .570** | 504** | 598** | .612** | 577**
Adopt N=647 |N=647 | N=647 | N=647 | N=647 | N=647

** Correlation is significant at 0.01 level

The results in Figure 4-12 below show the correlation coefficients that were calculated to
measure the strength of the relationship between the independent factors (ICT security culture
factors) and the dependent factor (Intention to adopt security culture). Between the variables
of management support and intention to adopt ICT security culture there is a moderate
relationship based on Pearson’s correlation coefficient results (r = .568**, p<.001). Amongst
the variable of financial resources and perceived intention to adopt ICT security culture there
IS a confirmation of relationship based on Pearson’s correlation coefficient results (r = 504**,
p <.001). Between the variable of perceived benefits and intention to adopt ICT security culture
there is a relationship as per Pearson’s correlation coefficient results in Figure 4-12 (r = .570**,

p <.001). Between the variable organisational competence and intention to adopt ICT security
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culture there is also a positive relationship based on Pearson’s correlation coefficient results in
figure 4-12 (r =.598**, p <.001). The relationship between the variable perceived complexity
and intention to adopt ICT security culture is positive (r = .577**, p <.001) according to the
results in Figure 4-12. There is significance relationship between the variable of government

regulation and variable intention to adopt ICT security culture (r = .612**, p <.001).

Management Support

Financial Resources Rl= (.563_*{ p=0.001)

R1 = (.504%*, p=<0.001)

Percerved Benefits ;
Intention to Adopt ICT

RI=(570%*p<6.001) "
Security Culture
Organisational R1=(598%%, p<0.001)
Competence R1=(577% p<0.001) |

|
R1=(612%* p<0.001)
|

Percerved Complexity

Government Eegulation

Figure 4-12: Correlation Coefficient

4.7 Hypotheses Test Results

The purpose of the study was to investigate and determine the effect of the TOE conceptual
model construct on the adoption of the ICT security culture in SMMESs to minimize data
breaches because of the human errors. Following the footsteps of the previous research papers,
a multiple regression test was conducted on the model construct to measures if independent

construct correlate to the dependent construct (adoption of ICT security culture.)
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4.7.1.1 Regression analysis

This segment presents outcomes of the regression analysis of the adoption of ICT security
culture in SMMEs in Gauteng province in South Africa as discussed in the preceding sections.
To ensure that the proposed model is evaluated, correlation analyses was conducted.
Correlation analysis was utilised to measure how strong the association amongst the
independent variables and dependent variable are. Factors that have substantial relationship
with the adoption of the ICT security culture were also identified. By testing the relationship
within the proposed model, objective 2 of the research study, namely developing of a
framework of adopting ICT security culture in SMMEs that links to the independent factors in

the Gauteng province in South Africa, was accomplished.

To predict the unknown values of a variable (dependent) from the identified multiple variables
(independent), multiple regression analysis or predictors was considered. Within this research
study, multiple regression analysis was also used to develop a model that can establish the
association amongst the independent variables and a dependent variable (ICT security culture)
based on collected data of this study. Table 4-34 below presents the model summary of the
predictors that are relevant for the R and R-Square. The predictor of intention to adopt ICT
security culture in the model include: management support; financial resources; organizational
competence; perceived benefits and perceived complexity and government regulations. R is
viewed as the Pearson correlation coefficient. The multiple correlation coefficient R that form
the square root of R-Square indicate the extent of impact of multiple independent factors
associated to the individual dependent variable. R differs from 0 to 1 and within Table 4-34
below, R = 0.691 which suggests that there is a strong relationship between the multiple

independent factors and the intention to adopt ICT security culture.

R-Square is viewed as the coefficient of determination because it signifies the amount of
variance within the dependent variable (intention to adopt ICT security culture) which is
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clarified by the independent variables. R-Square values differ from 0 to 1; the value 0 specify
that there is no relationship, 1 indicate a great relationship. If the R-Square values are closer to
1.0, then it indicates a better model and the closer the R-square value to 0, that represent the
poorest the model (signalling that knowing one area does not assist one know other areas at
all). According to the results below, R-Square is 0.831 and from that it can interpreted that 83%
of the variance in intention to adopt ICT security culture can be predicted from independent
variables. Another unidentified determinant accounted for the remaining 17%, that is the
amount of unexplained variance within the dependent variable (1 — R = 0.523). The adjusted
R-Square is at 46.5% while the standard error of estimate (standard deviation) is 0.544.
Adoption of ICT security culture is indicated by the F value of 40.015 with the strong
significance level of 0.000 (p<0.05). The F value is used to check if independent variables are

jointly significant or independently insignificant.

Table 4-34: Regression Analysis: Model Summary

Model Test F Results

Fegression 40.015 0.000
R 0.691
R-Square 0.831
Adjusted R-Square 0463
Std. Error of the 0.54438
Estimate

4.7.1.2 Hypotheses regression results
The following factors were discussed to ascertain their impact on the adoption of ICT security
culture: Management support; Financial Resources; Organizational competence; Perceived

Benefits and Perceived Complexity and Government regulations

121 |Page



Management Support

The first hypothesis H1, management support, was found to have significant positive influence
or relationship (beta = 0.527**, p <0.05, N = 647) towards the adoption intentions. As shown
in Table 4-35 below, the probability of proportion test validates the significance of the
determinants management support that has a significance level of 0.000. The measurement
outcome recommends that the intent to adopt is positively impacted by management support,
which subsequently substantiates hypotheses one. Position of the result was consistent with
earlier studies associated to the adoption of modernization. According to Ramaswany et al.
(2015) management support plays a pivotal part in starting, implementing, and supporting, by
making the right resources available for the adoption of the innovation. According to Fotoh
and Aghaunor (2006) management support have positive impact on the adoption of innovation
in the organisation. Management that values the benefit of innovation adoption will probably
distribute the necessary resources for the adoption and eventual encourage team members to
implement the required change. Should the management view that they will not conceive any

benefit of the adoption of innovation they will likely not support the adoption Wu et al., (2011).

This result implied that management support is key in the adoption of ICT security culture in

SMMEs. Based on this assessment the construct was supported.

Financial Resources

The second hypothesis H2, financial resource, was found to have less significant impact (beta
=-0.064**, p >0.05, N = 647) on the intention to adopt. As shown in Table 4-35, the probability
of proportional test indicated that financial resources are insignificant with the test level of
0.529, which is much higher than the 0.05 level. Based on the current assessment the presence
of an association amongst financial resources and adoption intentions is not supported.

Subsequently, hypotheses 4 is rejected. The above statement was supported by my research,
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based on the below references. According to Fintz et al., (2002) SMMEs in the emerging states
have tiny or no monetary power to obtain information technology and communication
infrastructure or to venture into any innovation that require monetary resources. The same
challenge was highlighted in the research by Van Brakel and Mutula (2007) that, financial
resources was one of the inhibiting factor to hinder innovation development and adoption in

SMMEs.

Organisational Competence

The third hypothesis H3, Organisation competence was found to have a less significant impact
(beta =-0.073, p >0.05, N = 647) towards the adoption intentions. As shown in Table 4-35, the
probability of proportional test indicated that organisational competence is insignificant with a
test level of 0.299, that is much higher than the 0.05 level. Based on the current assessment the
presence of an association amongst organisational competence and adoption intentions is not

supported. Subsequently, hypotheses 4 is rejected.

Perceived Benefits

The fourth hypothesis H4, perceived benefits were found to have significant positive influence
(beta = 0.547**, p <0.05 N = 647) towards the intention to adopt. As shown in Table 4-35, the
probability of proportion test validates the significance of the determinants perceived benefits
that has a significance level of 0.000. The measurement outcome recommends that the intention
to adopt was positively impacted by the perceived benefits, which subsequently substantiates
hypotheses one. Subsequently, hypotheses 4 is influential on intention to adopt then it is
supported. Preceding theory reviews consistently found that the presence of perceived benefits
simplified the adoption of innovation as the service organisation would know what benefits to

be derived after their investment (Al-Qirim and Rashid, 2001; Teo et al., 2006).

Perceived Complexity
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The fifth hypothesis H5, perceived complexity was found to have a less significant influence
(beta = -0.026**, p >0.05, N = 647) towards the adoption intentions. As shown in Table 4-35,
the probability of proportional test indicated that perceived complexity is insignificant with a
test level of 0.614, that is much higher than the 0.05 level. Based on the current assessment the
presence of relationship amongst perceived complexity and adoption intentions was not
supported. Subsequently, hypotheses 5 was rejected. More researchers view perceived
complexity as problematic during the innovation adoption phases. According to Dexter et al.
(2001) perceived complexity is a major inhibitor for innovation adoption as it takes a lot of
efforts to understand the solution. In most of the research papers complexity is linked to the
technology that is problematic to utilize and comprehend. According to Dexter et al., (2001) a
technology that is viewed as complex takes lots of time and energy from the learners to learn.
According to Rogers (2003) complexity represents the level whereby invention is hard to
comprehend and utilize. If the proposed technological innovation adoption towards the
organisation is recognized as compatible towards the existing organisational values and belief,
then it is more likely that the organisation will adopt it. According to Rogers (2003) the
likelihood of adopting a new technological innovation is less likely to be embraced if it is
viewed as more difficult to interact with. According to Otieno (2015), to maximize the
probability for innovation adoption accomplishment, innovation should be user friendly, and

easy to use.

Government Regulation

The sixth hypothesis H6, Government regulations was found to have significant positive
influence (beta = 0.084**, p < 0.05, N = 647) towards the adoption intentions. As shown in
Table 4-35, the probability of proportion test validates the significance of the determinant
government regulations, which has a significance level of 0.000. The measurement outcome
recommended that the intention to adopt is positively impacted by government regulations, that
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subsequently substantiates hypotheses one. Hypotheses 6 was influential to the intention to

adopt and is therefore supported.

Table 4-35 below displayed the hypotheses regression results for the constructs are actually

significance and supported and not supported.

Table 4-35: Hypotheses regression results

Hypotheses | Variables Beta Sig. Remarks
H3 Organisational -0.073** 0.299 | Not Supported
Competence

H1 Management Support 0.527** 0.000 | Supported

H2 Financial Resources -0.064** 0.529 | Not Supported
H5 Perceived Complexity -0.026** 0.614 | Not Supported
H4 Perceived Benefits 0.547** 0.000 | Supported

H6 Government Regulations 0.084** 0.000 | Supported

H7 Intention to Adopt 0.461** 0.003 | Supported
Note: Significant level at P <.05 two tailed **

Source of information: This study

4.8 Final Research Model

Based on the research study results deliberated in chapter 4, Figure 4-13 below depict the

final research model that could be used by SMMESs to adopt ICT security culture.
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Figure 4-13: Final Research Model for Adoption of ICT Security Culture in SMMEs

4.9 Chapter Summary

Chapter 4 presented and analysed the collected data and highlighted the statistical results of the
research. Most of the participants are professional between the age of 31 and 35 years of age
and they occupy a stake of 47% in participation inclusively, this indicate what type of age
group within the SMMESs have impact on the adoption of the technology innovation. Multiple
regression was utilized to measure the association amongst independent and dependent
variables. Also, within the current chapter the Cronbach’s Alpha was utilised to test the

reliability of the construct.

To establish the association between the ICT security culture factors and the intention to adopt
ICT security culture, Pearson’s correlation analysis process was conducted and the results
displayed that all variables are correlated. To determine which factor have influence to adopt
ICT security culture, the path coefficient was analysed for the extent of their influence. The

confirmed proposed research model was also highlighted.

The following chapter detailed the recommendation and conclusions in-line with the results

displayed in chapter 4.
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CHAPTER FIVE
5 CONCLUSION AND RECOMMENDATION
The previous chapters dealt with the results of the research study and were displayed both in
tabular and figure format. To ensure that there was no ambiguity or misunderstanding of the
results, the findings were discussed in detail. The importance of the research study pertaining
the adoption of ICT security culture in SMMEs was examined. Contents of this chapter
deliberated about the research study conclusions, coupled with recommendation, based on the

study results and highlight areas of future research.

5.1 Conclusion

The main determination of this research study was to explore user’s perception on the adoption
of ICT security culture in SMMEs in Gauteng province in South Africa to minimize data
breaches because of the human errors. The research study used the adapted TOE theoretical
framework to answer the research questions and achieve the study objectives. The research
study was only conducted within the SMMEs sector in Gauteng province in South Africa. The
demographic data of the research study was only used to highlight the type of population that
completed the research study, they don’t have a direct bearing in making the determination on
factors that influences the adoption of the ICT security culture. The research questions and the

research objectives were outlined as follows:

Research Questions

v" How can the adoption of ICT security culture be supported in SMMEs to minimize
human errors?
v/ What has been done to minimize security breaches through human error in Information

Technology?
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v' What are the determinants that influence the adoption of ICT security culture in
SMMESs?
v" How to measure the effectiveness of framework for adopting ICT security culture in

SMMEs?

Research Objectives were outlined below together with the conclusion reached based on the
research results.

Objective 1: To investigate the literature and existing framework on what has been done to

minimize security breaches as a result of human error.

The literature review indicated that there is not much research conducted in terms of
determining factors influencing the adopting of the ICT security culture in SMMES to minimize
security breaches as a result of human error and the adoption models in this regard are minimal.
Most of the research papers focused their attention in explaining what ICT security culture is
rather than providing models or determinants that have positive relationship to the adoption of
the ICT security culture to minimize security breaches as a result of human errors. According
to Pollock (2017), their research study intends to develop a tool that will gather the historical
data and apply a Human Factor Analysis and Classification Systems (HFACS) that will analyse
the trend in organizations to minimize security breaches as a result of human errors. Output of
this research study contributes to the literature on what has been done to minimize security

breaches as a result of human errors by proposing the adoption model in that regards.

According to the theory reviews, majority of SMMESs are mainly putting more resources to the
technological efforts of protecting their valuable assets than embracing the cultural aspect that
form part of the protection value chain. Based on my observation, ICT security culture is still
in its early stages and still has to be adopted by many service organisations as it is not viewed
as something that will bring return on investment by the management while human errors are

putting their reputation posture at risk.
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Objective 2: To determine the factors or determinants that influence the adoption of ICT

security culture in SMMEs.

Research question 1 and its objective was answered using regression analysis on the hypothesis
constructs with regards to the determinants that have positive influence towards the adoption
of the ICT security culture in SMMEs. The following factors were found to have positive
influence towards the adoption of the ICT security culture in SMMES: management support,

government regulations and perceived benefits.

The research study concludes that management support influences the behaviour of SMMEs to
adopt ICT security culture. In addition, the research study also found that majority of SMMEs
are likely to adopt the technology innovation if management regards it as a strategic resource.
Subsequently to that views management will allocate resources and reward employees for

championing the ICT innovation and finally by inspiring employees to become ICT champions.

The research study concluded that, perceived benefits was found having influence on the
adoption of ICT security culture in SMMEs. Similar to other research studies, if the users are
of the view that technology innovation will improve their bottom line like: improving
productivity, positively impacting profitability, improving business processes and improving
their communication within their business will influence the adoption of ICT innovation in

SMMEs.

Lastly, the research study concluded that government regulation influences the behaviour of
SMMEs to adopt ICT security culture. The results suggest that if government enforces their
regulation on how to adopt the technology innovation that will not impact on users’
confidentiality and privacy the SMMEs will adopt the ICT innovation. However, this notion is

problematic as SMMEs must make sure they have security controls in place to mitigate any
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threats to user’s confidentiality and privacy without relying to the government as it will only

provide guidance not implementation of the controls.

Objective 3: To measure the effectiveness of the framework for adopting ICT security culture

in SMMEs.

To achieve this objective, Pearson correlation coefficients was employed to measure the
correlation or relationships effectiveness amongst the factors to adopt ICT security culture and
intention to adopt. The results demonstrate a link between various factors, consequently, it has
been affirmed that there is a positive relationship between the perceived factors to adopt ICT
security culture and the intention to adopt factor. In addition to the correlation between the
factors, the degree of path coefficient between the perceived factors and intention to adopt was
conducted. The measurement outcome demonstrates a link between various factors. As a result

of that outcome the model or framework was fit for the purposed hence the objective was met.

Objective 4: To propose a theoretical model or framework for the adoption of the ICT security

culture that will help in minimizing the human error in SMMEs.

The proposed conceptual model was adapted from Tornatzky and Fleisher (1990) as depicted
in Figure 3-1. The proposed model comprised of the following context: technology,
environment and organisation that are mostly having an impact to the adoption of ICT security
culture to minimize human errors. The relationship of the factors in the context were
determined to confirm the supposed relationship with intention to adopt ICT security culture.

Based on the above set outcomes the research study achieved the established objective.

Objective 5: To recommend the model for the adoption of the ICT security culture in SMMEs

After assessing the outcome from the research hypothesis, the model or framework was
recommended that could be used in SMMEs to adopt ICT security culture that will minimize

human error. The final recommended model is shown in Figure 4-13. The final model or
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framework comprised of the following variables from the TOE model as outlined from the
hypothesis assessment: management support; perceived benefits and government regulations.

The research objective has been achieved as the final framework or model was established.

5.2 Limitations of the Study

Like other research studies, this study is not without its limitations. Sample size is one of the
limitations as the total participants equates to 647 that excludes generalization to all SMMEs
in Gauteng Province however further research is encouraged in this manner to get a wider
audience. It would be advisable to increase the sample size to maximize the significance

pertaining the exactness and generalization of the study.

The study was conducted in SMMEs in the Gauteng province in South Africa only, as a result
it excluded other provinces and countries. The survey questionnaire was in English only;
because of the time constraints and selection of the participants, vernacular languages were not
considered as they would have prolonged the research study as more resources would been
required. According to Delva et al., (2002), surveys that are distributed with time constraints
are problematic as people who struggle with real or perceived time constraints are less likely
to respond to surveys because these possible respondents feel overworked as they do not have
time to complete the survey, hence the number of participants is only 647. Another limitation
was that more research study or theory reviews could have been conducted in other languages
that were not covered as the researcher only concentrated on literature that was written in

English.

5.3 Recommendations / Suggested future works

e According to the literature reviews, not much has been researched to determine the

determinant that have effect to the adoption of the ICT security culture to minimize
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security breaches because of human errors as more researchers focused on explaining
what security culture is than providing factors for adoption. Future works must be
undertaken to determine other determinates that have effects to the adoption of ICT
security culture.

According to the theory reviews, adoption of information security culture is not mainly
explored by many SMMEs and not viewed as key element towards the establishment
of changing users’ behaviours towards the information security within their
organisation, more study is sought on how to adopt and maintain a reasonable ICT
security culture in their establishment.

More research should be undertaken using a different data collection method like
interviews and different environment to ensure that any gab that is identified pertaining
the adoption of the ICT security culture to mitigate data breaches is identified and
mitigated. It will also improve the current perspective as indicated using the
guestionnaire instrument.

To minimize data breaches because of human errors a major information security
awareness drive is required within the SMMEs environment. It should not be assumed
that since employees know how to access organisational infrastructure they know what
to do should something entice them intentionally or unintentionally. Employees should
also understand the data classification in their own business unit to ensure that due care
is upheld for their protection.

To minimize data breaches because of human error it is recommended that SMMEs
around Gauteng Province in South Africa adopt the framework as outlined in this

research study.
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APPENDIX A: LETTER OF CONSENT

LETTER OF CONSENT FOR:

FRAMEWORK FOR ADOPTIONOF THE ICT SECURITY CULTURE IN THE SMMEs
GAUTENG PROVINCE SOUTH AFRICA

RESEACHERS NAME: MORABA MOKWETLI

CONTACT DETAILS: (Mobile) 081 3544 757
(Office) 012 311 2007

E-ADDRESS : MORABAA@GMAIL.COM

SUPERVISORS NAME: T ZUVA
CONTACT DETAILS: 016 950 7587
E-ADDRESS: ZUVAT@VUT.AC.ZA

Dear Participants

You are invited to participate in a research study. The purpose of the study is to determine
factor affecting the adoption of ICT security culture in SMMEs in the Gauteng province South
Africa. You are welcome to ask any questions pertaining the study or about being a participant

by using the above provided contact details.

Your insight of the environment will help in formulating the best framework for the
environment. There are no known risks for participation in this study. Information or data
collected from this research will be kept under strict security measures and reported only as a
collective combined total. The data will be destroyed after the retention of pursuing the study.

No one other that the researcher will know your individual answers to this questionnaire.

Your participation in this research study is voluntary; you are under no obligation to participate.
By returning the completed questionnaire implies consent for participating in the study. Your

personalised information will remain confidential and anonymous.

Any participation and cooperation in getting the insight of the environment by completing the
questionnaires would be highly appreciated and will eventually help me in achieving my
Information Technology Master’s degree at VVaal University of Technology.
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Thank you for your assistance in this important endeavour.

Sincerely yours,

Moraba Mokwetli
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APPENDIX B: SURVEY QUESTIONNAIRES

Factors affecting adoption of the ICT security culture in SMMEs in the Gauteng province South
Africa

Section A: Demographic Information

Please choose the appropriate option based on the following questions in line with your

demographics.

1. Which position are you holding at your current employment?
e Management
e Administrative
e Technical
e Accounting
e Engineering
2. How many years of experience do you have in the current employment?
e Lessthan 5 years.
e 6-10 years
e 11-15years
e More than 15

3. Which is the highest degree or level of school you have completed?

e Graduate
e Bachelor
e Diploma
e High School

4. How old are you? Please indicate if you are:
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Section B: SMMEs Perception towards adoption of ICT security culture

e Lessthan 25 years
o 25-30 years

e 31-35

e 36-40

o 41-45

e More than 45 years

Kindly read each statement and select the relevant choice by clicking within the square options
that shows how strongly you either agree or disagree with the set statement

Rating scale: 1=Strongly Disagree, 2=Disagree, 3=Neither agree or disagree, 4=Agree,

5=Strongly agree

Question 1 to 4: Management support towards the adoption of ICT security culture

1

Management encourages
employees to be ICT security

champions.

1

2

3

4

5

Management  will  make
resources available for the
adoption of the ICT security

culture

Adoption of any innovation

activities are widely
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Statements

Strongly

Disagree

Disagree

Neither
agree or

disagree

Agree

Strongly

Agree

communicated and understood

throughout the organisation

We believe that the SMMEs
demonstrate strong
commitment to  promote

information security culture.

Question 5 to 8: Government Regulations

5

Government policies allows
the adoption of ICT security

culture

1

We believe that the SMMEs
environment (business
culture) is conducive enough

to adopt ICT security culture

We believe that government
policies or regulations (Laws)
will effective minimize
human error through adoption

of ICT security culture

Proper handling of economic,
political instability and human

rights issues will allow the
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Statements

Strongly

Disagree

Disagree

Neither
agree or

disagree

Agree

Strongly

Agree

adoption of ICT security

culture.

We believe that government
will demonstrate strong
commitment to promote ICT

security culture

Organisational Competence

10

We have a good understanding
of the challenges of adopting
ICT security culture in our

business

11

Our organisation has a good
understanding of adoption
models that are applicable to

our business.

12

The organisation has capable
individuals to implement ICT

security culture requirements.

Perceived Complexity towards adop

ting ICT security cult

ure

13

The adoption of ICT security
culture will improve customer

service

1

2
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14

The adoption of ICT security

culture will reduce cost of

business operations

15

The adoption of the ICT
security culture will enable the
business to reap operational

benefits.

16

The adoption of ICT security
culture will help in improving

distribution channels

Ques

tion 17 to 20: Perceived benefit

s towards adopting ICT security culture

17

Adoption of ICT security
culture will improve service

productivity

1

2

3

18

Adoption  of information
security culture will be

minimizing human error

19

It would be easy for me to
become skilful to protect

information and data assets
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Statements

Strongly

Disagree

Disagree

Neither
agree or

disagree

Agree

Strongly

Agree

20

My interaction with ICT
security culture process will

minimize data breaches

3

Question 21 to 24: Financial Resources to adopt ICT security culture

21

The adoption of ICT security
culture will be costly to
implement. (i.e. initial
investments or availability of

resources)

1

2

3

22

The service organisation will
maximize profit through the
adoption of ICT security

culture

23

The adoption of ICT security
culture  will  signify an

investment with  valuable

returns.

24

The cost logistics to support
the adoption of the ICT
security culture will be high.

(i.e. Cost to train employees)

Questions 25 to 28: Intention to use ICT security culture
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25

| intent to learn and use all

measures of ICT security
culture to protect information

and data assets in the future.

26

| intent to learn and use all
measures of ICT security
culture to protect information
and data assets as soon as

possible.

27

I plan to learn and use all
measures of ICT security
culture to protect information

and data assets in the future.

28

I plan to learn and use all
measures of ICT security
culture to protect information
and data assets as soon as

possible.

THANK YOU
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